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NMpepucnoBue

Lenv wn npuvHuMnel ctaHgaptu3aumm B Poccuinckon ®Pepepaumm  yCTaHOBMEHbDI
depepanbHbiM - 3akOHOM OT 27 pgekabps 2002 r. Ne 184-®3 «O TexHuyeckom
perynupoBaHumM», a npasuna nNpPUMEHEHUS HaUMOHamnbHbIX CTaHgapToB Poccunckon
depepaumm — FOCT P 1.0 — 2004 «CtaHgapTtmnsaums B Poccuickon ®epepaummn. OCHOBHbIE

NONNOXKEeHUA»
CBeoeHusa o cTaHpapTe

1 PASPABEOTAH LleHTpom 3awmTtbl MHpopMaummn 1 cneumansHom cesasm ®Cb Poccun
c ydactmem OTKpbITOrO akuumoHepHoro obuwectBa «VHMOPMaUNOHHbIE TEeXHONOrmn |

KOMMYHUKaLMOHHble cuctembl» (OAO «MHpoTeKCy»)

2 BHECEH TexHnyeckmum KOMUTETOM no cTaHZapTusaumm TK 26

«Kpuntorpaduyeckas 3awmuta nHdopmaummn»

3 YTBEP>XOEH VI BBEOEH B JEVCTBUE MMpukasom degepanbHOro areHTCTea no

TEXHUYECKOMY perynmpoBaHuio U meTponorum ot 7 asrycta 2012 r. Ne 215-ct

4 BSAMEH N'OCT P 34.10-2001

UHopmayus 06 usmeHeHUsIX K Hacmosiwemy cmaHOapmy rnybriukyemcsi 8 exxe2o00HO
uzdasaeMoM UHGOPMaUUOHHOM yKasamersne «HayuoHanbHble cmaHdapmbl», @ MmeKcm
U3MeHeHuUl U rorpasoK — 8 EeXeMECSYHO u3dasaeMbiX UHGOPMAUUOHHbLIX yKalamerssix
«HayuoHanbHble cmaHOapmbi». B criydae nepecmompa (3aMeHbl) USlu  OMMEHbI
Hacmosiweao cmaHdapma coomeemcmeyruiee ygedomneHue bydem onybrnukoeaHo 8
e)XeMeCsiYHO u3dasaeMoM UHQOPMaUUOHHOM ykaszamersne «HauuoHarnbHble cmaHOapmbiy.
Coomeemcmeytowasi UHopmayus, yeedoMsieHUe U MmeKcmbl pasMewaromcs makxe 6
UHbOpMaUuuoHHOU cucmeme o0bweao Monb3o8aHUs — Ha oghuyuanbHOM  calime
®eldeparnbHO20 azeHmMcmea o MexHUYEeCKOMY pea2yniupogaHuro U Memposio2uu 8 cemu
NHmepHem

© CtaHgapTuHpopm, 2012

Hactosiwmin ctaHgapT He MoxeT ObiTb MOJIHOCTBIO WM YaCTUYHO BOCMPOU3BEOEH, TUPaXMPOBaH U
pacnpocTpaHeH B kadecTBe oduuManbHOro usgaHus 6e3 paspelweHuss PegepanbHOro areHTCTBa Mo
TEXHNYECKOMY PEeryrnmpoBaHuio 1 MeTposiorim
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BBeneHue

Hactoawum ctaHgapT CoOepXuT onucaHuve npoueccoB POPMUPOBAHUA U NPOBEPKU
aAneKkTpoHHOM umndgposon nognucu (SLIMT), peannsyemon ¢ mMcnosb3oBaHWeEM onepauumi B
rpynne Toyek annMnTuYeckon KpMBOK, onpeaesieHHON Hag KOHEYHbIM NPOCTbIM NoSieM.

HeobxoanmocTb pa3paboTkM HaCTOSLWEro craHaapTa Bbi3BaHa MOTPEOHOCTBIO B
peanu3auun 3MNeKTPOHHOM LMpPOBOM NOLMUCUM pPa3HOM CTEMNeHU CTOMKOCTU B CBSA3U
NOBbILLEHMEM YPOBHS pPasBUTUS  BbIYUCIUTESNTIbHON TeXHUKN. CTOWMKOCTb 3NEKTPOHHOWN
UMdpPOBOM NOAMNNUCUA OCHOBLIBAETCS HA CIOXHOCTU BbIYMCIEHUS AUCKPETHOro norapudma B
rpynne TOYeK 3NMMNTUYECKOM KPUBOW, a TakKe Ha CTOMKOCTM UCMOSb3YEMON X3LU—(YHKLNN
no NOCT P 34.11-2012.

Hactoawun crangapt paspabotaH C y4eTOM TEepPMWUHOSOMMM U KOHLUEeNUWUn
MexayHapogHbix ctaHgaptos NCO 2382-2 [1], UCO/M3K 9796 [2] — [3], NCO/M3K 14888
[4] - [7]n NCO/M3K 10118 [8] — [11].
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HAUWOHANbHbLIA CTAHOAPT POCCUUCKOWN ®EQEPALUU

UHdopmaumnoHHas TexHonorus

KPUNTONrPA®UYHECKAA SALLULUTA UHOOPMALIUUA

Mpoueccbl hopmmnpoBaHUAa U NPOBEPKU INIEKTPOHHON LiudpoBOMn
noanucu
Information technology. Cryptographic data security.

Signature and verification processes of [electronic] digital signature

Oata BBegeHuns — 2013-01-01

1 O6nacTb npuMeHeHus

HacTtoawun crangapT onpegensieT cxemy 9feKTpoHHoW umdposon nognucu (SLM)
(manee — umdposBasa nNoanuck), Npoueccbl POpPMUPOBaHMA M MPOBEPKM LMGPOBOIM NOAMUCH
noa 3agaHHbiM  coobuleHnem (OOKYMEHTOM), nepedaBaeMbiM MO He3alMLEHHbIM
TENEKOMMYHUKALMOHHBIM  KaHanaMm obuwiero nonb3oBaHMss B cuctemax o06paboTku

MHOPMaLMN PasNMYHOro Has3HayYeHusl.

BHegpeHne umdpoBOoM NOANMCM HaA OCHOBE HACTOSLLEro CTaHaapTa noBbllaeT, Mo
CpaBHEHMUIO C paHee Oe/CTBOBaBLUEN CXeMOW LMGPOBON NOLMUCU, YPOBEHDL 3aLLULLIEHHOCTU

nepenaBaeMblx COOBOLLEHUI OT NOAAENIOK U UCKAKEHWM.

HacTtoawmn CTaHOapT peKkomMmeHayeTcA npuMeHATb Mpu Cco3daHun, 3KCnnyatauum u

MoZepHU3aLun cnucteM oo6paboTkm MHPOPMaLMN Pa3NINYHOIO Ha3HaYeHUS.

2 HopmaTuBHbIE CCbISIKU

B HacTosilem cTaHgapTe UCnonb3oBaHa CCbifika Ha criefyLwmi cTaHgapT:
FOCT P 34.11-2012 WHdpopmaumoHHaa TtexHonormda. Kpuntorpaduyeckas 3sawmrta

MHopMauunn. CYyHKUUA X3LLINMPOBAHUSA

U3paHune ochmumansHoe
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MpunmeyaHune —lNpu NONb30BaHUN HACTOSALLMM CTaHAAPTOM Lieriecoobpa3Ho NpoBEPUTL
OENCTBME CCbINOYHbIX CTaH4ApTOB B WH(OPMALMOHHOW CUCTEME OOLLUEro Nnonb30BaHUS — Ha
oduumansHoM cante  depepanbHoro areHtcTBa Poccuiickon degepauumn no  TEXHUYECKOMY
perynupoBaHuilo 1M MeTpornormm B ceTu VIHTepHeT unMm  no  exerogHo  u3gaBaemMomy
MHAOPMaLIMOHHOMY yKasaTento «HaunoHanbHble cTaHd4apTbl», KOTOPbIA ONyGMKOBaH MO COCTOSIHUIO
Ha 1 AHBaps TeKyLero roga, u no COOTBETCTBYHOLLMM EXEMECSYHO M3gaBaeMbiM NHPOPMALMOHHBIM
ykasatensam, onybrmkoBaHHbIM B TEKyLLEeM rogy. Ecnun ccbinoyHbii cTaHaapT 3aMeHeH (U3MEHEH), TO
npu MONb30BaHMM HaACTOAWMM  CTaHZapToOM, CcrnegyeT  PYKOBOACTBOBATLCA — 3aMEHSHOLUM
(n3mMeHeHHbIM) cTaHgapToM. Ecnn ccbinoyHbIn cTaHaapT oTMeHeH ©e3 3aMeHbl, TO MOSIOXEHne, B
KOTOpPOM [aHa CChlfika Ha HEro, MPUMEHSEeTCs B YacTu, He 3aTparMBaloLLen aTy CCbIfKy.

3 TepMUHBI, onpeaeneHus u 0603Ha4YeHus

B HacToswem CTaHOapTe MnpuMeHeHbl cnegywumne TepMrHbl C COOTBETCTBYHOLLMMUA

onpepgeneHnamMn.
3.1 TepMuHbI U onpeaeneHns

3.1.1 pononHeHue (appendix): Ctpoka 6ut, dopmupyemas u3 LMPPOBON NOANUCK U
NPOU3BOSbHOIO TEKCTOBOIO MOSA.
(MCO/M3K 14888-1:2008 [4])

3.1.2 knwo4 noanucu (signature key): DnemeHT CeKpeTHbIX AaHHbIX, CrneunuyHbIni
Ansa cybbekta M MCnonb3yeMbl TONbKO AaHHbIM CyObekToM B npouecce hopMUPOBaHMUS
LMcpoBoun nognucu.

(MCO/MBK 14888-1:2008 [4])

3.1.3 knro4 npoBepku noanucu (verification key): dnemMeHT gaHHbIX, MaTeMaTUYECKU
CBSAI3aHHbLIM C KMHOYOM MOAMUCU U UCMOSb3yeMbI MPOBEPSIOLWLEN CTOPOHOW B Mpouecce
NPoOBEPKN LG POBOKN NOAMUCH.

[(MCO/MOBK 14888-1:2008 [4])

3.1.4 napameTp cxembl UM (domain parameter): AnemeHT AaHHbIX, O6LLMI ONS BCEX
cyb6bekToB CxeMbl LMPOBON NOAMNNCU, U3BECTHbLIA MU OOCTYMHbIA BCEM 3TUM CyObeKkTam.
(MCO/MOBK 14888-1:2008 [4])

3.1.5 nopgnucaHHoe coobuweHune (signed message): Habop 3nMeMeHTOB [AaHHbIX,
COCTOSILLMIA U3 COODLLIEHUS N AOMOSTHEHUS, SIBMSAIOLLErOCS 4acTbio COODLLEHUS.
(MCO/MOBK 14888-1:2008 [4])

3.1.6 nocnepoBaTenbLHOCTb NceBAoOcCnyYamHbix 4Yucen (pseudo-random number
sequence): [locrnegoBaTenbHOCTb 4UcCen, MOSlyYeHHas B pesynbTaTe  BbINOSIHEHUSA
HEKOTOPOro apnmeTN4EeCcKoro (BbIMMCNNTENBHOrO) NpoLecca, UCNnofb3yemasi B KOHKPETHOM
crny4ae BMeCTO nocriefoBaTeNbHOCTU CrlyYanHbIX Yucern.

3.1.7 nocnepoBaTenbHOCTbL Chny4YauHbIX u4ucen (random number sequence):
MocnegoBaTenbHOCTb YMCEM, KaXaoe U3 KOTOPbIX He MOoXeT ObiTb npeackasaHo
(BblYMCMNEHO) TONMLKO HA OCHOBE 3HaHWA MpedlecTBYWNX €My 4Yucen [OaHHOW
nocnenoBaTeNbHOCTH.

2
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3.1.8 npouecc npoBepku noanucu (verification process): [Npouecc, B kayecTBe
MCXOAHBIX OaHHbIX KOTOPOro WMCMOSb3yHTCA MOAMUCAaHHOE COoOobLEeHNe, KoY MpOoBepKu
noanucn n napametpbl cxembl OLUIM, pesynbTatom KOTOPOro sIBNSETCA 3aknioveHue o
NpaBUIbHOCTM UNKN OLUIMBOYHOCTY LIMPPOBON NOLMUCH.

(MCO/MOBK 14888-1:2008 [4])

3.1.9 npouecc ¢opmupoBaHus noanucu (signature process): lNpouecc, B kayecTse
NCXOOHbIX AaHHbIX KOTOPOro MCMOMb3YHTCA COObLLEHNE, KMY MOANUCK U NapaMeTpPbl CXEMbI
OUl, a B pesynbTaTte hopmupyeTcs ungpoas nognmuchb.

(MCO/MBK 14888-1:2008 [4])

3.1.10 cBugeTenbLCTBO (witness): OnNemMeHT  AaHHbIX, npeacTaBnNAOLNNA
COOTBETCTBYIOLWIEE  [O0Ka3aTenbCTBO  JOCTOBEPHOCTW  (HEQOCTOBEPHOCTM)  MOAMUCHK
NnpoBepsoLLEN CTOPOHE.

3.1.11 cny4anHoe 4ucno (random number): Yucno, BeibpaHHOE U3 onpeaeneHHoro
Habopa uuncen Takmm obpasom, YTO Kaxkaoe YMCIo N3 JaHHOro Habopa MoXeT BbiTb BbIbpaHo
C OMHAKOBOW BEPOATHOCTbIO.

3.1.12 coobweHne (message): CTpoka 6GUT NPOM3BOSIbLHOM KOHEYHOW ASNNHbI.
(MCO/M3K 14888-1:2008 [4])

3.1.13 xaw-kopa (hash-code): Ctpoka 6uT, aBnsAOLWAACA BbIXOAHBbIM pe3yrbTaToM X3Lu-

YHKUMN.
(MCO/MBK 14888-1:2008 [4])

3.1.14 xa3w-dyHKumnsa (collision—-resistant hash—function): ®yHkunda, otobpakatoLias
CTPOKM OUT B CTPOKM OUT PUKCMPOBAHHOW AfIMHbI U yOOBNETBOPSAOWAN Criegyowmm
CBOMCTBaM:

1) NoO [aHHOMY 3HA4YeHUIO (PYHKUMW CMOXHO BbIYUCINTE WUCXOAHblE AaHHbIE,
oTobpakaeMble B 3TO 3HAYEHUeE;

2) AN 3a4aHHbIX UCXOAHbIX AAHHbIX CIOXHO BbIMMCAUTL APYrne UCXOLHble OaHHbIE,
oTobpakaeMble B TO Xe 3Ha4YeHue yKumu;

3) CNOXHO BbIMUCANTL Kakyto-nmbo napy MCXOAHbIX AaHHbIX, 0TOBpaxaembix B OAHO U
TO Xe 3HaveHue.

(MCO/MBK 14888-1:2008 [4])

MpumeyvyaHns

1 TlpumeHuTenbHO K 06nacT 3NEeKTPOHHOM UMPOBOM NOAMUCU CBOWCTBO MO
nepevncrneHnto 1) nogpasymeBaeT, YTO MO M3BECTHOW 3IEKTPOHHOM LUGPOBON MOAMUCHIO
HEBO3MOXHO BOCCTAHOBUTb WCXOAHOE COOOLIEHNE; CBOWCTBO MO MNEpeYncrneHno  2)
nogpasymeBaeT, YTo AN 3a4aHHOro NoAnMCcaHHOro cooduleHns TpyaHoO nogobpatb gpyroe
(dbanbcmdpuumpoBaHHOE) COOBLLEHNE, UMEIOLLIEE TY XE 3NEKTPOHHYIO LMGPOBYIO NOAMNUCD;
CBOMCTBO MO nepeyuncneHunto 3) nogpasymeBaeT, YTO TpyaHO nogobpartb Kakyk-nmbo napy
CcOoOOLEHNIN, UMEIOLLMX OAHY U Ty e NOANUCH.

2 B Hactosiwem cTaHgapTe B UENSAX  COXPaHeHusi  TePMMHOMNOMMYeCcKon
NPeeMCTBEHHOCTM C OeWCTBYHOLMMUN OTEYECTBEHHbIMW HOPMATUBHBLIMU [OKYMEHTaMn U
ony6nMKOBaHHbIMM ~ HAyYHO-TEXHUYECKUMN  U3OAHUAMU  YCTAHOBIIEHO, YTO TEPMMUHDI
«XIW-PYHKUNSAY, «KpunTorpaduyeckan XoWw—@PYHKUNSA», «PYHKUMA  X3IWNPOBAHUA» W
«Kpuntorpadudeckan PyHKLUMA X3LLNPOBAHUA» ABISOTCA CUHOHUMaMW.

3.1.15 [anekTpoHHaa uudpoBas] noanucb (signature); 3UI: Crtpoka 6wmT,
nony4yeHHas B pesynbTtaTte npouecca (oopM1MpoBaHnNS NOLMUCH.
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(MCO/MOK 14888-1:2008 [4])

MpumeyvaHns

1. Ctpoka OuT, ABNAOLWAACSA MOAMUCBID, MOXET WMETb BHYTPEHHIOK CTPYKTYpY,
3aBUCALLYIO OT KOHKPETHOIO MexaHu3ma hopMmnpoBaHusa noanuncuy.

2. B HacTtoswem cTaHgapte B UeNAX  COXpaHeHWd  TePMUHOSOrMYecKon
NPEeeMCTBEHHOCTU C AEWCTBYIOLWMMU OTEYECTBEHHBbIMW HOPMAaTUBHBLIMW [AOKYMEHTaMU U
OonyGnMKOBAHHbIMW ~ HAy4YHO-TEXHUYECKUMN  U3OAHUAMM  YCTAHOBIIEHO, YTO TEPMUHbI
«3NEeKTPOHHaA NoANUCbY», «UUpoBas NOAMNUCLY W «3INEKTPOHHAA uudposas nognucby»
ABMATCA CUHOHMMaMMW.

3.2 Obo3HauYeHus
B HacTodweM CTaH4apTe NnpMMeHeHbI cne,u,yrom,me 0603Ha‘-IeHI/IF|Z

V, - MHOXXECTBO BCEX [IBOMYHbIX BEKTOPOB AnunHomn | 6uT;

V* _ MHOXeCTBO BCe€X OBOUYHbIX BEKTOPOB I'IpOVI3BOJ'IbHOIZ KOHEYHOM
ONUHbI;

N
I

MHOXECTBO BCeX LeJlblX YNCel,

- npocToe uucrno, p > 3;

Fp - KOHEeYHOe NpocToe none, NpeacTaBnNgeMoe Kak MHOXeCTBO U3 p
uenbix uncen {0,1, ..., p-1};
b(mod p) - MWHUMarbHOE HeoTpULaTENbHOE YMCIO, cpaBHUMOe ¢ b no
Moaynto p;
M - coobLeHune nonb3oeaTtensa, M € V*:
7 I k) - KOHKaTeHauus (06beamHeHne) ABYX ABONYHbIX BEKTOPOB;

}) - KO3PPMLUMEHTBI ANNUNTUYECKON KPUBOW;

- nopsaoK rpynmbl TOYEK ANSIMNTUYECKOW KPUBOMW;

- NOpSAOK NOArPYnnbl FPpYnnbl TOYEK ANNIMNTUYECKOW KPUBOW;
- HyrneBas TOYKa ANNMNTUYECKON KPUBOW;

TOYKa 3NNMNTUYECKON KpUBOKW nopsiaka J;

- Leroe Y1crio — KoY noanucu;

- TOYKa 3NSIMNTUYECKON KPUBOW — KINKOY MPOBEPKN NOAMNUCH;

~NO[AUVOR F D
|

- undpposas nognuck noa cooblueHnem M.

4 O0LwuMe NnonoxeHus

O6wenpuaHaHHaga cxema (mogenb) umdposon nognucu (cm. MCO/MIK 14888-1 [4])
oxBaTblBaeT crneayrowme npouecchbi:

— reHepaumsa Knoden (Noanncu 1 NPoBEPKM NOAMNUCK);
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— (hopmmpoBaHue nognucuy;

— NpoBeEpKa noanncu.

B HacTosileM cTaHgapTe npouecc reHepauun kno4der (NoAnuUcK 1 NpoBepKy Noanuch)
He pacCMOTPeH. XapaKTepUCTUKUN 1 Crocobbl peanusauum 4aHHOro npolecca onpeaensoTcs
BOBMEYEHHbIMU B HEro cyGbekTamu, KOTopble YCTaHaBNMBalOT COOTBETCTBYHOLLME

napameTpbl N0 B3aMMHOMY COlrnacoBaHUIO.

MexaHunam Ll,M(prBOIZ noanncn onpenendeTtcda nocpencrsomMm peannmsaudmnm  OByX

OCHOBHbIX npoLeccoB (cM. pa3sgen 6):

— doopmupoBaHue nognmcu (cm. 6.1);

— npoBepka nognucu (cm. 6.2).

LindpoBas nognucb npegHasHadyeHa [Ons ayTeHTUMKaumn nuuda, noanucaBLlero
aneKkTpoHHoe coobuieHne. Kpome Toro, ncnonb3oBanme 3L npegoctaBnseT BO3MOXHOCTb

obecneunTb cneayoLLme CBONCTBa NpKU Nnepeaaye B cUCTeMe NOANMCAHHOTO COOOLLEHNS:

— ocyuwiecTtBrieHne KOHTpOnA LerfioCTHOCTU nepeaaBaemMoro noannMcaHHoro Ccoo0LLEHUS,
— OJOKa3aTeJJibHOe noaresepXxageHmne aBTopcrea inua, nogrnncasLiero cooOLLeHue,

— 3almTa coobLLeHNs OT BO3MOXXHOW NoAOEenNKN.

CxemaTtunyeckoe npeacrasrieHme noanmMcaHHoro coobLleHns nokasaHo Ha pucyHke 1.

[ononHeHne
A
r I
I |
Coobwenne M Lincposas nognuce | Teker |
_—d

PucyHok 1 — Cxema nognmucaHHoro coobLueHuns

Mone «TekcT», NnokasaHHOe Ha OaHHOM puUCyHKe WM gonosiHawwee none «Lndgposas
noanucb», MOXET, Hanpumep, cogepxaTtb wuaeHTudukatopbl cybbekTa, nognucasLLero

coobuieHne, n/unm MeTky BpEMEHW.

YcTaHOBMEHHaa B HACTOAWEM CTaHAapTe cxema umpoBon noanvcu AofmkHa ObiTb
peanu3oBaHa C WUCMNOMb30BaHMEM oOnepauun rpynrnbl TOYEK SNMANNTUYECKON KPUBOW,

onpenenéHHon Ha KOHEeYHbIM MPOCTbIM NOJIEM, a TaKXKe XSLU—beHKLWII/I.

KpunTtorpadguyeckass CTOMKOCTb AaHHOW CXeMbl LMPPOBON NOANUCU OCHOBbLIBAETCH Ha
CNOXHOCTU  pelleHns 3ajavv OUCKPETHOro norapuoMupoBaHus B rpynne Tovek
AMNUNTUYECKON KPUBOW, @ Takke Ha CTOMKOCTM UCMOMb3yeMOon X3W—@YHKUNN. ANroputMmbl

BblYMCneHuns xaw—-gpyHkuumn yctaHosneHbl B FOCT P 34.11-2012.
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MapameTpbl cxembl uMcpoBor noanucu, Heobxoaumble OnNs ee POPMUPOBAHUS U
npoBepkn, onpegeneHol B 5.2. B HacToswem craHgapte npeaycMoTpeHa BO3MOXHOCTb

BblbOpa 04HOro 13 ABYX BapuaHTOB TpebGoBaHWiA K napaMeTpam.

Hactoawmin craHgapT He onpegenseT npouecc reHepauuMm napamMeTpoB CXEMb
umdgposor noanucu. KOHKpeTHbIn anroputm (cnocob) peanu3aumm [aHHOro npouecca
onpegenseTca cybbekTamm Ccxembl UMPOBOM MNoAnNMCU  uMcxoaa u3 TpeboBaHun K

annapaTtHo-nporpamMmmMHbIM cpeacTtBam, pearin3yrmnm SJ'IeKTpOHHbIIZ ﬂ,OKyMeHTOO60pOT.

LindpoBaa nognuce, npeacraBneHHaa B BuAe LOBOUYHOIO BeEKTOpa AMWHOM 512 unn
1024 6uTa, AOMKHA BbIYUCNATHCA C MOMOLLbIO onpeaeneHHoro Habopa npasBusl, U3MNOXKEHHbIX
B6.1.

Ha60p npaBus, nNO3BOJIAOWNX MPUHATb nnéo OTBEPrHyTb LI,VI(prByIO noanncb non

NoJsly4eHHbIM COOBLLIEHNEM, YCTAHOBIEH B 6.2.
5 MatemaTtnyeckune oo6bLeKTbl

[Ona onpegoeneHns cxembl uUMppoBON noanncu Heobxogumo onucaTb 6a3oBble
MaTtemaTmyeckme ob6beKTbl, UCNOMb3yEMbIE B NpoLeccax ee dOpMUPOBaHUSA 1 NpoBepku. B
AaHHOM pa3sfene yCTaHOBMEHbl OCHOBHblE MaTemaTudeckue onpegernieHust n TpeboBaHus,

npenbsaBlidemMble K nNapamMeTpamM CXeMbl LI,I/IC*)pOBOIZ noanncu.

5.1 MatemaTu4yeckmne onpegeneHus

annuntuyeckol kpueon E, onpeneneHHol Hapg KOHEYHbIM MPOCTbIM MOMEM Fp (roe

p >3- npoctoe u4Mcrio), HasbiBaeTcs MHOXecTso nap umcen (X, Y), X, Y € E,

Y0BNETBOPSIOLLMX TOXAECTBY
y2=x3+ ax +b (mod p), (1)
rae @, b €E, u 4a®+ 27b?* He cpaBHUMO C Hynem no Mozymio p.

MHBapuaHTOM 3annmnTUYeckoi KpuBoii HasbiBaeTcs BenuuuHa J( £), yoosneTBopsioLLas

TOXOECTBY

J(E) = 17281}“:;#(m0d D). (2)
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KoadhdpmumeHtsl a, b annunTuuyeckoit kpueoih £ no ussecTHomy uueapuaHty [(E)

onpeaensalTca cneayrLwmum obpasom

{a = 3k (mod p), 3
b = 2k (mod p), ®)
rae k = J &) (mod p) J(E) # 0 uiun 0,1728

= 1728 —J (E) P es

Mapbl (X, V), ypoeneTBopsiiolMe Toxgectsy (1), HasblBalTCA — «TOYKamu

ANNUNTUYECKON KPMBON £E»; X M ) — COOTBETCTBEHHO X— U ) — «KOOPAMHATAMU TOYUKUY.

Toyka annunTMyeckoir kpueol obosHauvaetcss Q(X, Y) wnm npocto Q. [Be ToYku

ANNUNTUYECKON KpVIBOI7I paBHbI, €CJIM paBHbl X COOTBETCTBYKOLLINE X— U ) — KOOPOUHATbI.

Ha MHOXecTBe Bcex TOYeK annmnTuieckoi kpyeor £ onepaumnio cnoxeHus o6osHavatoT
3HakoM «+». Ona aByx npousBonbHbix Tovek Qi(xq, 1) n Qz(x,, y5) annunTtuyeckon

KpuBon £ paccMOTpMBaOT HECKOMNbKO Cry4aes.

Ons touyek Q1 n Q,, koopauHaTHLI KOTOPbLIX YOAOBMETBOPSOT YCMOBUIO X1 # X2, UX
cyMmmoit HasbiBaeTcsi Touka Qz(x3, V3 ), KoOpAMHATEI KOTOPOIA ONPEAENSOTCS CPAaBHEHUSIMY

= A% — x; — x, (mod p),

4
= A(x; — x3) — y; (mod p), ®

—~—
bl
1|

Ecnn BbINOMHEHbl paBeHCTBa X = X, U Y1 = Y, # 0, To koopauHatbl Toukn Q3

onpeaensTcs creayrLwmm o6pasom:

{ x3 = A? — 2x;(mod p), ©)
Y3 = A(xy — x3) — y; (mod p),
3x2 + a
rge A = ——— (mod p).
2y1
Ecnun BbINOMHEHbI YCNOBUS X; = X, U y; = — Y, (mod p), To cymma Touek Q1 n Q,

Ha3biBaeTcst Hynesou Toukon O 6e3 onpeaeneHust ee X — n J — koopauHat. B aTtom cnyvae
Touka QQ, HasbiBaeTcs oTpuuaHuem Toukn Q1. Ons Hynesow Touku O BbINOMHEHbI paBeHCTBa

Q+0=0+Q=Q, (6)
7
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roe Q — Npom3BonbHasa TouYka aNNMNTUYECKOn kpueon £

OTHOCUTENBHO BBEEHHOMN onepauun CIoOXeHunA MHOXXEeCTBO BCeX TOYeK

aNNUNTMYeckon Kpueow £, BMecTe C HyneBoW TO4YKOW, 0OpasylT KOHe4Hyt abenesy

(KOMMyTaTI/IBHy}O) rpynny nopagka m, ona Kotoporo BbINOJIHEHO HEPABEHCTBO

p+1-2,p <m <p+1+2,p )
Touka Q HasblBaeTCA «TOYKOM KpaTHOCTM K», WM NPOCTO «KPaATHOW TOYKOW
3NNMNTUYECKON KpuBon E», ecnv onst HEKOTOPOM TOYKM P BbINONTHEHO PAaBEHCTBO

Q=P+---+P=kP
k . 8)

5.2 NapameTpbl LdpoBOM NoANUCH

I'IapameTpaMM CXeMbl Ll,I/I(*)pOBOVI noanncu ABJIAKOTCA.

— NPOCTOE YMCIO P - MOAYMb ANNUNTUYECKON KPUBOW;

— annunTuyeckas kpveas £, 3agaBaemasi csoum uHsapuarnTom J(£) unu
koadpduumeHtamu a, b € By,

— LIerioe Y1Cro /1 — NopsiAoK rpynnbl TOYEK anNnunTudeckon kpuson £

— NPOCTOE YMCMO ¢ - MOPSAOK LMKMNYECKON Noarpynmbl rpynmbl TOYEK SMnNUnTUYECKON
Kpueon E, Ana KOTOporo BbINOMHEHbI crieaytoLime YCroBus:

m=nq, n€Z, n=>1
{ 9)

2254 < g < 2256 yy 2508 < g < 2512 )

— Touka P# Oannuntnyeckoii kpueoii £, ¢ koopanHatamm (X, Vp),
yooBneTeopsitowas paseHctsy gP=0.

— xaw—yHkuua A(-) : V* = V), oTobpaxatowas coobLieHus, NpeacTaBneHHble B
BUAE ABOUYHbLIX BEKTOPOB MPOU3BOMBHON KOHEYHON AMHbI, B [IBOMYHbLIE BekTopa AMvHbI [
ouT. Xaw-gyHkumsa onpeneneHa B NTOCT P 34.11. Ecnu 2254 < q < 2256 1o | =256.
Ecrm 2508 < g < 2512 10 = 512.

Kaxgbln nonb3oBaTtenb CxXembl UUMGPOBOM NOANMCU [OMKeH obnagaTb NUYHbIMU

KInto4yamu:

— KIOYOM MoAnucK — LesbiM Yucrom d, yoosneTtsopsitowmm HepaseHetBy 0 <d <q;
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— KIMOYOM MPOBEPKU MOAMNUCKM — TOYKOM annuntudeckon kpueon Q ¢ koopauHaTamu
(x4, Yq), yRoBnetsopsioweii paseHctey dP = Q.

K npmBegeHHbIM BbllLE MapamMeTpamM CXeMbl LlMCprBOVI noannucn npeabAaBndar0T

cneaywowme TpeboBaHus:

— OOIMKHO ObITb BbINOSTHEHO YyCrOBUE pt # 1 (mod q), ans Bcex uenvix t=1, 2, ... B,
rne B=31, ecnin 2°< q < 2?°, n B= 131, ecrn 2°%< g < 2°*%;
— [OJDKHO ObITb BbINOMHEHO HEPABEHCTBO M # P;

— VHBapUWaHT KpuBoW aorkeH yaoenetsopsTs yenosuo | (E) # 0,1728.

5.3 [IBOUYHbIe BEKTOpPbI

[nsa onpeaeneHnss NpoLeccoB (OPMUPOBAHUS W MNPOBEPKM LMGPOBOM MoanucH

Heobxoanmo YCTaHOBUTb COOTBETCTBUE MeXOy uelibiIMh Yncrinamm mn gBONYHbIM BEKTOPaAMU

ANUHbI [ 6uT.

PaccmoTpuM crneayroLmnin ABOUYHBIN BEKTOP AnuHON | GUT, B KOTOpOoM Mniaglune 6uThl

pacronoXeHbl crpasa, a ctapluve — criesa:
}_l = (al_l, ...,ao), i_l € ]/l , (10)
roe «;, i=0,.., | —1 paBHo nu6o 1, nmbo 0.

Yucno a € Z cooTBeTCTBYET ABOMYHOMY BEKTOPY A, €Cnii BbINOSTHEHO PABEHCTBO

-1

a = z a;2¢. (11)

i=0

na ABYX OBOUYHbIX BEKTOPOB

hi1 = (a-1, ..., @),

h, = (ﬁl_y ""130)'

COOTBETCTBYIOLUMX LenbiM 4yucnam « u 5, onepauusi KoHkaTeHauumn (o6beanHeHus )

(12)

onpependaeTcd cneayrowmm 06pasoM .

hi Il hy = (a1-1, -, @0, Bi—1) - Bo)- (13)
O6beanHeHne npeacTaBnsaeT coboi OBOMYHLIA BEKTOP AnvHoW 21 GuT, cocTaBreHHbI

13 K03 PULMEHTOB BEKTOPOB hy U h,.
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®opmynbl (12) n (13) onpeaensatoT cnocob pa3bneHns BONYHOIO BEKTOpA i_ll ANIMHOM

2l 61T Ha OBa ABOMYHLIX BeKTOpa AnuHON [ BUT, KOHKaTeHaLMen KOTOPbIX OH ABMNAETCS.

6 OCHOBHbI€e npouecchl

B naHHom pasgene onpepeneHbl npoueccbl hopMUPOBaHMS U NPOBEPKN LMGPOBOIA

nognucu nopg coobLleHneM nosnb3oBaTens.

[ns peanusaumn AaHHbIX NPOLECCOB HeobXxoauMMo, YTobbl BCEM MoNnb3oBaTensiM Obinu

M3BECTHbI NapaMeTpbl CXeMbl LI,I/ICprBOVI noanncun, COoTBeTCTBYHOLLNE Tpe6OBaHI/IFIM 5.2.

Kpome TOro, KaXkabl Nofib3oBaTesib AOSHKEH MMETb KoY Noanucu d v knoy npoBepKn

noanucu Q(xq, yq), KOTOpble Takke A0MKHbI COOTBETCTBOBaTbL TpeboBaHunsam 5.2.

6.1 PopmupoBaHue uucdpposomn nognmucu

Ona nonyyeHus umdposBoi nognucu nogd coobuieHnem M € V' HeoBxoammo

BbINOMHUTbL CneayLwmne AencTems (Lwarn) no anropuTtmy I

Lar 1 — BLIMUCAUT X3LL—Kof cooblueHns M : h = h(M). (14)

Lar 2 — BbIMMCANTL LENoe YNCIO &, ABOUYHbIM npeacrtaBiieHNEM KOTOPOIro ABJIAETCA

BekTop h, n onpegenutb

e = a (mod q). (15)
Ecnn e = 0, To onpenenutb e = 1.
llar3 — creHepupoBaTb cny4ailHoe (ncesgocnyyaiiHoe) LuUenoe uucno k,
yAOBMeTBoOpstoLLlee HepaBeHCTBY
0<k<aqg. (16)

LLar 4 — BbIYMCNUTL TOYKY annunTudeckon kpusoi C = kP v onpegenutb

r = x. (mod q), (17)
roe Xx. — X-koopauHata Touku C.

Ecnn r = 0, To BepHyTbCS K wWwary 3.

LWar 5 — BbluMcnnTb 3Ha4YeHne

10
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s = (rd + ke)(mod q). (18)

Ecnn s = 0, To BepHyTbCs K wary 3.
LLlar 6 — BLIYMCNNUTL JABOUYHBLIE BEKTOPbI ' U S, COOTBETCTBYIOLME 7" U S, U ONPeaenuThb

undgposyto nognuce ¢ = (7 Il S) kak KoHKaTeHaLMIO ABYX OBOUYHbBIX BEKTOPOB.

McxogHbiMM AaHHBIMK 3TOrO npouecca ABIAKTCA KIoY noanumcu dw noanncbiBaemMmoe

coobleHne M, a BbIXOAHbIM pe3ynbTaTom — Ludposas noanumcs (.

CxeMa npouecca popMnpoBaHus LMPOBOIM MOANUCK NpUBeAEHA HA PUCYHKe 2.

11
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HcxoaHble TaHHbIC
(coobmenne M u
KIJIFOY MOAITHCH d )

Mpouecc dhopmmnpoBaHust
noanucu

v

IIIar 1 — BeruKcieHue X3 1-GhyYHKIHA

A\ 4

IIar 2 — BEIYMCIIEHHE & U ONIPEAEICHHUE €

A 4

A

IIlar 3 — Beruucienue k

'

IIar 4 — BEIYMCIIEHNE TOYKH DIUTANITHYECKON
kpuBoit C=kP, r = x, (mod q)

[a

HeTt

[IIar 5 — Beruncienue S

[a

HeTt

[ar 6 — onpenencare MUGPOBOIT MOITHUCH C

A
Brixogaon
pe3yiabTaT
(mmpoBas
\

TATTTIAT

PucyHok 2 — Cxema npouecca bopMmmpoBaHus LmdpoBor nognncu

12
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6.2 NpoBepka umdposon noanucu

Onsa npoBepku undposBor nognucy ¢ nop nomny4eHHbIM cooblueHnem M HeoGxoamMmo

BbIMONHUTbL Cneayowmne AencTems (Lwarn) no anropuTtmy i

War1 - no HOﬂyquHOVI noanncu CBbI‘-WICJ'II/ITb uenvole Yncna r n s. Ecnv BbINONHEHbI

HepaBeHcTBa 0 <17 < q, 0 <s < g, TO nepeitTn Kk cnegywowemy wary. B npoTmsHom
crny4yae noanucb HeBepHa.

LLar 2 — BblMNCNNTL X3LW—KOoL4 noJ1Iy4eHHOoro coobuweHna M

h = h(M). (19)

War 3 — BbIMMCNUTL LENoe YMCIO &, ABOUYHBLIM NpeacTaBlieHneM KOTOPOro SABMNSEeTCs
BeKkTop h 1 onpenenutb

e = a (mod q). (20)
Ecnm e = 0, To onpepenutb e = 1.
LLlar 4 — BbluMCnNTL 3HaYeHne v = e~ ! (mod q). (21)
LWar 5 — BbIYMCNNUTL 3HAYEHUA

z; = sv (modgq), z, = —rv (modq). (22)

LWar 6 — BblYMcnnUTL TOUKY annunTuyeckon kpuson C = z; P + z,Q v onpegenuTb

R = x.(mod q), (23)

roe x. — x—koopauHata Toukm C.

LLar 7 — ecnu BbINONHEHO paBeHcTBO R = 7, To noanucb NpUHUMaeTcs, B MPOTUBHOM
criyyae - noanucb HeBepHa.

McxogHbIMM - AaHHBIMM  3TOrO  Mpouecca SIBASOTCS noanucaHHoe coobuieHne M,
umcppoBaa nognucb ¢ u knod nposepku noamuc Q, a BbIXOOAHLIM pe3ynbTaToM —
CBMAETENBLCTBO O JOCTOBEPHOCTU UINN OUIMBOYHOCTN AaHHOW NOAMUCH.

Cxema npouecca npoBepkn LnudpoBoKr NogNnUcK NpuBeaeHa Ha pucyHke 3.

13
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Hcxonubie nannsie
(umdpoBast noarvCch 6
HOTy4eHHOE
coobmenne M u kimrou
nposepku noanucu Q)

Mpouecc npoBepku

noanncu
v
[Tar 1 — BerymcieHue I' ¥ S O MOTYyYEHHON
noanucu {
Het
0<r<g >
Nsc—oo Mopnuck HeBepHa

[a

[ar 2 — BerancIIeHUE X3I-(PYHKIIH
MOJIYYSHHOTO coobmeHuss M

A 4

Iar 3 — BEIYKCICHHE @ U OTIPEACICHIE €

IIar 4 — BeruucieHue V

'

IIar 5 — BeIYUCIICHUE Z1 U Zp

A 4

IIar 6 — BEIYMCIIEHNE TOYKH DIUTHIITHYECKON
kpuBoit C = z; P + z,Q wu onpenenenne R

Het
R= >
|_|OD,I'IMCb HeBepHa
Oa
Brixomaon \ 4
pe3yibTaT (IOANUCH

BEpHa) Breixong u3

mporecca
IPOBEPKHU C
OTNUTITATETRHRKIM

PucyHok 3 — Cxema npoLiecca npoBepkn LmcpoBom Noanmcu

14
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MpunoxeHue A

(cnpaBo4HOE)
KoHTponbHbIEe NpUMepbI

MpuBOAUMBIE HUXKE 3HAYEHWsI napameTpos P, a, b, m, ¢, P, a Takke sHauyeHus knouen

noanucu v nposepkn noanucu d n Q pekomeHayeTcs MCMNONb3oBaTh TOMBKO AN NPOBEPKU

KOPPEKTHON paboTbl KOHKPETHOW peanu3aumm anropuTtMOB, OMMUCaHHbLIX B HaCTOsILEM
cTaHgaprTe.

Bce uucnoBblie 3Ha4YeHusi NpuBeaeHbl B OECATUYHON U LLUECTHaaUaTEPUYHOM 3anucu.
HwkH1I nHgeke B 3anucm ymcna obo3HayaeT ocHoBaHMe cucteMbl cunucneHus. Cumeon «\\»
obo3HavaeT nepeHoC Yncna Ha HoOBYHO CTPOKY. Hanpumep, 3anucb

12345\
6789019
499602D24¢
npeactaBnsaeT uenoe uyucno 1234567890 B OeCATMYHOM M LLIECTHaAUATEPUYHOM cucTemMax

cymncineHnda cooTBeTCTBeHHO.

A.1 NMpumep 1

A.1.1 NMNapameTpbl cxembl LupoBOMN NOANUCH

[Ana dpopmmpoBaHna 1 NPOBEPKN LMGPOBON NOANUCK LOOSMKHbI ObiTb MCMONb30BaHbI

cnegyowme napameTpbl (CMm. 5.2).

A.1.1.1 Moaynb annvnTn4eckon Kpnueow

B naHHOM npuMepe napameTpy p NPUCBOEHO crieaytoLlee 3Ha4YeHue:
p =57896044618658097711785492504343953926\\
634992332820282019728792003956564821041 19

p = 8000000000000000000000000000000000000000000000000000000000000431 16

A.1.1.2 KoadppumumneHTbl annmnTn4eckon Kpeowu

15
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B maHHOM npumepe napameTpbl @ v b npuHuMaloT cregyiolme sHauYeHus:
a="Ti
a="7is
b = 43308876546767276905765904595650931995\\

942111794451039583252968842033849580414 1,

b = 5FBFF498AA938CE739B8E022FBAFEF40563F6E6A3472FC2A514COCE9DAE23B7E 16

A.1.1.3 lNMopsagok rpynrbl TOYEK ASIMATUYECKON KPUBOW

B naHHOM npumepe napameTp M NpUHMMaET CrieayoLlee 3Ha4YeHme:

m = 5789604461865809771178549250434395392\\
70829345837254506223809735921376310696191¢

m=
8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B315

A.1.1.4 TlopsaoK UMKNMYECKOW noarpynnbl rpynnbl TOYEK IMSIMNTUYECKON

KpuBomn

B naHHOM npuMepe napameTp ( NpYHUMAET crieaytoLlee 3Ha4YeHue:

g = 5789604461865809771178549250434395392\\

708293458372545062238097359213763106961910

q =
8000000000000000000000000000000150FEBA1892976154C59CFC193ACCF5B316

A.1.1.5 KoagppunumeHTbl TOYKN SNInMnTUYEeCKOn KpUBOmn

B naHHOM npumepe koopAnHaTbl TOYKM P npuHuMaloT crnegyrolime 3HauyeHus:

Xp = 210

16
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Xp =216
Yp = 40189740565390375033354494229370597\\

756357393899055450806909793652134315662801¢

Yp = 8E2A8A0E65147D4BD6316030E16D19\\

C85C97F0A9CA267122B96ABBCEATE8FC86
A.1.1.6 Kntoy nognucum

B naHHOM npuMepe CHNTaeTCq, 4To nosib3oBaTersib obnapaet cnegyrowmm Kro4om nogrnncu

d:
d = 554411960653632461263556241303241831\\
96576709222340016572108097750006097525544
d = 7A929ADE789BB9BE10ED359DD39A72C\\

11B60961F49397EEE1D19CE9891EC3B285
A.1.1.7 Knto4 npoBepkn nognmcu

B naHHOM npumepe cumTaeTcs, YTo nonb3oBaTesnb 0bnagaeT KNto4YoM NPOBEPKM

nognucy Q, KoopAMHaTLI KOTOPOTO MMEIOT CreayoLe 3HAUEHWS:
Xq =57520216126176808443631405023338071\\

176630104906313632182896741342206604859403 19

Xq = 7TF2B49E270DB6D90D8595BEC458B5\\

0C58585BA1D4E9B788F6689DBD8ES6FD80B 16

Yq = 17614944419213781543809391949654080\\

031942662045363639260709847859438286763994 19

Yq = 26F1B489D6701DD185C8413A977B3\

CBBAF64D1C593D26627DFFB101A87FF77DA16

17
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A.1.2 MNMpouecc bopmupoBaHusa uucpposon nognucu (anroputm l)

lMycTb nocne BbiNoNHeHMs waroB 1 — 3 no anroputmy | (cMm. 6.1) GbiNn NONyYeHbl

cnefyoLlne YNCrnoBble 3HaYeHUs:
e =2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421 19
e = 2DFBC1B372D89A1188C09C52EOQEE\\
C61FCES52032AB1022E8BEG67ECE6672B043EES 6
k = 538541376773484637314038411479966192\\
415040034343020207129608385288931962333951,
k = 77105C9B20BCD3122823C8CF6FCC\
7B956DE33814E95B7FEG4FED924594DCEAB3 16

Mpwn aTom kpaTHas Touka C = kP nmeeT koopanHaThl:

X, =297009809158179528743712049839382569\\
904227521079943196516326879820592109333951¢
X. = 41AA28D2F1AB148280CD9EDS6FED\\
A41974053554A42767B83AD043FD39DC0493 16
Y. = 328425352786846634770946653225170845\\
0680472103245454326813285455653927406091010
Y. = 489C375A9941A3049E33B34361DD\\
204172AD98C3ES5916DE27695D22A61FAE46E 16

MapameTp r = x. (mod q) npyHMMaeT 3HayeHue:
I =297009809158179528743712049839382569\\
904227521079943196516326879820592109333951,
I =41AA28D2F1AB148280CD9ED5S6FED\

A41974053554A42767B83AD043FD39DC049316

18
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MapameTp s = (rd + ke) (mod q) npuHumaeT 3HaueHwe:

S =57497340027008465417892531001914703\\
8455227042649098563933718999175515839552 1,

S =1456C64BA4642A1653C235A98A60249BCD6D3F746B631DF928014F6C5BFIC4046

A.1.3 lNMpouecc npoBepku uucpposon nognucu (anroputm ll)

MycTb nocne BbinonHeHus waroB 1 — 3 no anroputmy Il (cMm. 6.2) GbIIM NONyYeHbI
crnefywLime YMCroBble 3HaYEHUS:

e = 2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421 9
e = 2DFBC1B372D89A1188C09C52EOEE\\
C61FCE52032AB1022ES8E67ECEG6672B043EES16
Mpu 3Tom napametp v = e~ 1 (mod q) npuHumaeT 3HaueHme:
v = 176866836059344686773017138249002685\\
6274688308067549671528803657243114571897819
U = 271A4EE429F84EBC423E388964555BB\\
29D3BA53C7BF945E5FAC8F381706354C215
MapameTpbl z; = sv (mod q) U z, = —rv (mod q) NPUHUMAIOT 3HAYEHMS:
Zq, = 376991675009019385568410572935126561\\
088413451904919426193045324127437209997599
Z, = 5358F8FFB38F7C09ABC782A2DF2A\
3927DA4077D07205F763682F3A76C9019B4F 16
Z, =141719984273434721125159179695007657\\
6924665583897286211449993265333367109221 19
Z, = 3221B4AFBBF6D101074EC14AFAC2DAF7\\

EFACACFOFEC1ED11BAE336D27D52766516
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Touka C = z; P + z,Q umeeT koopanHaTHI:
X, =2970098091581795287437120498393825699\\
04227521079943196516326879820592109333951,
X, = 41AA28D2F1AB148280CD9EDS6FED\\
A41974053554A42767B83AD043FD39DC0493 16
V. = 3284253527868466347709466532251708450\\
68047210324545432681328545565392740609101¢
Y. = 489C375A9941A3049E33B34361 DD\
204172AD98C3E5916DE27695D22A61FAE46E 16
Torpa napameTp R = x.(mod q) npuHnmaeT 3HaveHwe:
R =2970098091581795287437120498393825699\\
04227521079943196516326879820592109333951,
R = 41AA28D2F1AB148280CD9ED56FED\\

A41974053554A42767B83AD043FD39DC0493 16

MocKomnbKy BbINOMHEHO paBeHCTBO R =TI, To undposas nognmcs NpUHUMaeTCs.

A.2 NMpumep 2

A.2.1 NMapameTpbl cxembl LucpoBon nognmucu

[nsa dpopMMpoBaHMa M NPOBEPKU LIMAPOBON NMOANUCU AOMKHbI OblTb UCMOMb30BaHbI

cnegyowme napameTpbl (CMm. 5.2).

A.2.1.1 Moaynb annMnTM4ecKkon Kpueown

B oaHHOM npuMepe napameTpy p NPUCBOEHO CrieaytoLlee 3HaYeHNE:

p =36239861022290036359077887536838743060213209255346786050\\

8654615045085616662400248258848202227149685402509082360305\\
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87351637342638223719649872285829073724031¢
p = 4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFB90F04D4EB7C09B5D2D 15D\

F1D852741AF4704A0458047E80E4546D35B8336FAC224DD81664BBF528BE637316

A.2.1.2 KoadduuUMEHTbI 3nInMNTUYECKON KPUBOW

B maHHOM npumepe napameTpbl @ U D npuHUMaloT crieaytolme 3HaYeHns:
a=Tp
a="7
b = 1518655069210828534508950034714043154928747527740206436\\

1940188233528099824437937328297569147859746748660416053978836775\\

9662632641399013695904743581182639610
b = 1CFF0806A31116DA29D8CFAS4E57EB748BC5F377E49400FDD788B649ECALACA\

361834013B2AD7322480A89CAS8EO0CF74BCI9E540C2ADD6897FADOA3084F302ADC 16

A.2.1.3 lNopagok rpynrbl TOYEK AIMATUYECKON KPUBOU

B naHHOM npumepe napameTp M NpuUHMMaET creayolee 3HaYeHme:

m = 36239861022290036359077887536838743060213209255346786050865461\\
50450856166623969164898305032863068499961404079437936585455865192212\\
9707348088126181206197431¢
m = 4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFB90F04D4EB7C09B5D2D15D\\

A82F2D7ECB1DBAC719905C5EECC423F1D86E25EDBE23C595D644AAF187EGEGDF 16

A.2.1.4 Topsagok UMKNUYecKon noAarpynnbl rpynnbl TOYEK 3nSIMNTUYECKON

KpnBow

B naHHOM npumepe napameTp ( NpYHUMAaET crneaytoLlee 3HauYeHue:

g = 36239861022290036359077887536838743060213209255346786050865461\\
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50450856166623969164898305032863068499961404079437936585455865192212\\

97073480881261812061974319
g = 4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFB90F04D4EB7C09B5D2D15D\\

A82F2D7ECB1DBAC719905C5EECC423F1D86E25EDBE23C595D644AAF187EGEGDF 16

A.2.1.5 KoadhpunumeHTbl TOUKM 3NNIMNTUYECKON KPUBOW

B naHHoOM npumMepe KoopanmHaTbl TOYKU P NnpUHMMaKT crieayruine 3Ha4vYeHnA:

Xp:

19283569440670228493993094012431375989977866354595079743570754913077665\\
9268583544106555768100318487481965800490321233288425233583025072952763238\\

349357327419

Xp:

24D19CC64572EE30F396BF6EBBFD7A6C5213B3B3D7057CC825F91093A68CD762\\

FD60611262CD838DC6B60AA7EEE804E28BC849977FAC33B4B530F1B120248A9A 16

Yp =22887286933719728599700121555294784163535623273295061803\\

144974259311028603015728141419970722717088070665938506503341523818\\

57347798885864807605098724013854 ¢

Yp = 2BB312A43BD2CE6E0D020613C857ACDDCFBF061E91ES5F2C3F32447C259F39B2\\

C83AB156D77F1496BF7EB3351E1EE4E43DC1A18B91B24640B6DBB92CB1ADD371E 6

A.2.1.6 Kntoy noanucu

B naHHOM npumMmepe CHNTaeTCA, 4YTO NoJib3oBaTEes1b obnapaert cneayrwmm KIirn4yom

nognvcm d:
d = 610081804136373098219538153239847583006845519069531562982388135\\

35489060630178225538360839342337237905766552759511682730702504645883\\

74407661211804668758601¢
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d = BA6048AADAE241BA40936D47756D7C93091A0E8514669700EE7508E508B102072\\

E8123B2200A0563322DAD2827E2714A2636B7BFD18AADFC62967821FA18DD4 6
A.2.1.7 Kntod npoBepku nognmcu

B paHHoOM npumMepe CcHUTaEeTCd, YTO MNoJib3oBaTeEslb obnagaeTt KIo4yoMm NPOBEPKHU

nognucu Q, KOOPAUHATBLI KOTOPOro UMEIT CreayoLLMe 3HaYEHNS:

Xq = 9095468530025365965566907686698303100069292725465562815963\
72965370312498563182320436892870052842808608262832456858223580\\
713780290717986855863433431150561 19
Xq = 115DC5BC96760C7B48598DBABIE740D4C4AB5A65BE33C1815B5C320C854621D\\
D5A515856D13314AF69BC5B924C8B4DDFF75C45415C1D9DD9DD33612CD530EFEL 16
Yq = 29214572033744256206324497342484154556407008235594887051648958\\
37509539134297327397380287741428246088626609329139441895016863758\\
98410632660057247682237207610

Yq = 37C7C90CD40BOF5621DC3AC1B751CFAOE2634FA0503B3D52639F5D7FB72AFD6\

1EA199441D943FFE7FOC70A2759A3CDB84C114E1F9339FDF27F35ECA93677BEEC 15
A.2.2 MNMpouecc chopmupoBaHua umdpoBou noanmcu (anroputm |)

MycTb nocne BbinonHeHus waroe 1 — 3 no anroputmy | (cMm. 6.1) BbInM NonyyeHbl

crieaytoLLme Y1CroBble 3HaYeHNA:
e = 2897963881682868575562827278553865049173745197871825199562947\\

4190413889509705366611095534999542487330887197488445389646412816544\\

63513296973827706272045964 19
e = 3754F3CFACC9E0615C4F4A7C4D8DAB531B09B6F9C170C533A71D147035B0C591\\
7184EE536593F4414339976C647C5D5A407/ADEDB1D560C4FC6777D2972075B8C 16

k = 1755163560258504995406282799211252803334510317477377916502\\
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081442431820570750344461029867509625089092272358661268724735168078105417\\

47529710309879958632945,¢
k = 359E7F4B1410FEACC570456C6801496946312120B39D019D455986E364F3\\
65886748ED7A44B3E794434006011842286212273A6D14CF70EA3AF71BB1AEG79F1 16

Mpu atom kpaTHas Touka C = kP umeet koopauHartsi

X, = 24892044770313492650728646430321477536674513192821314440274986373\\

576110928102217951018714129288237168059598287083302842436534530853\\

2200444244253415176146219
X. = 2F86FAG60A081091A23DD795E1E3C689EES512A3C82EEODCC2643C78EEA8FCAC\
D35492558486B20F1C9EC197C90699850260C93BCBCD9C5C3317E19344E173AE3616
Y. = 77017388992899183604784479878096044168206263187609613767394680150\\

24422293532765176528442837832456936422662546513702148162933079517\\

0843005015210864150831019
Y. = EB488140F7E2F4E35CF220BDBC75AE44F26F9C7DF52E82436BDES80A91831DA27\\
C8100DAA876FO9ADCOD28A82DD3826D4DC7F92E471DA23ES55EO0EBB3927C85BD616
MapameTtp r = x.(mod q) npuHumaeT 3HaueHve
I =24892044770313492650728646430321477536674513192821314440274986373\\
576110928102217951018714129288237168059598287083302842436534530853\\
2200444244253415176146249
I = 2F86FA60A081091A23DD795E1E3C689EES512A3C82EEODCC2643C78EEA8SFCAC\
D35492558486B20F1C9EC197C90699850260C93BCBCD9C5C3317E19344E173AE3615
MapamveTtp s = (rd + ke) (mod q) npuHMmaeT 3HaYeHne
S =8645232217076695190388492973829369170750237358484315799195987\\
99313385180564748877195639672460179421760770893278030956807690115\\
8227099038536828318351593701¢

S = 1081B394696FFE8SEG6585E7A9362D26B6325F56778AADBC081COBFBE933D52FF58\\
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23CE288E8C4F362526080DF7F70CE406A6EEB1F56919CB92A9853BDE73ES5B4A 16
A.2.3 MNMpouecc npoBepku uucpposon nognucu (anroputm i)

MycTb nocne BbiNoNHeHus waros 1 — 3 no anroputmy Il (cm. 6.2) 6Gbinn Nnony4yeHo

crneagywuiee 4ncriosoe 3Ha4veHue!

e = 2897963881682868575562827278553865049173745197871825199562947\\
4190413889509705366611095534999542487330887197488445389646412816544\\
63513296973827706272045964 19
e = 3754F3CFACC9E0615C4F4A7C4AD8DAB531B09B6F9C170C533A71D147035B0C591\\
7184EE536593F4414339976C647C5D5A407ADEDB1D560C4FC6777D2972075B8C 16

Mpw aTom napametp v = e~ (mod q) npuHMMaeT 3HauveHre

vV = 255694215394605222266074084316408615387769223440078319114692849\\

356194345732344708924001925205698280688153534004145821243990606136\\
70722381859348159602526711¢
v = 30D212A9E25D1A80A0F238532CADF3E64D7EF4E782B6AD140AAF8BBDIBB4729\\
84595EEC87B2F3448A1999D5F0A6DEOE14A55AD875721EC8CFD504000B3A840FF 16

MapameTpbl z; = sv (mod q) U z, = —rv (mod q) NpMHUMaIOT 3HAYEHNS:

Z, = 3206470827336768629686907101873475250343306448089030311214484\\

385872743205045180345208826552901003496732941049780357793541942055\\

6000849561981737071979025751¢
z, = 3D38E7262D69BB2AD24DD81EEA2F92E6348D619FA45007B175837CF13B026079\\
051A48A1A379188F37BA46CE12F7207F2A8345459FF960E1EBDSB4F2A34A6EEF 16
Z, = 13667709118340031081429778480218475973204553475356412734827\\

320820470283421680060312618142732308792036907264486312226797437575\\

61637266958056805859603008203 19

Z, = 1A18A31602E6EACOA9888C01941082AEFE296F840453D2603414C2A16EB6FC529\\
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D8D8372E50DC49D6C612CE1FF65BD5S8E1D2029F22690438CC36A76DDA444ACB 16
Touka C = z; P + z,Q nmeeT KoopanHaThI:
X, = 2489204477031349265072864643032147753667451319282131444027498637\\

3576110928102217951018714129288237168059598287083302842436534530853\\

2200444244253415176146219
X. = 2F86FAG60A081091A23DD795E1E3C689EES512A3C82EEODCC2643C78EEASFCAC\
D35492558486B20F1C9EC197C90699850260C93BCBCDI9C5C3317E19344E173AE3616
Y. = 7701738899289918360478447987809604416820626318760961376739468015\\

0244222935327651765284428378324569364226625465137021481629330795170\\

84300501521086415083101¢
Yy, = EB488140F7E2F4E35CF220BDBC75AE44F26F9C7DF52E82436BDE80A91831DA27\\
C8100DAA876F9ADCOD28A82DD3826D4DC7F92E471DA23ES55EO0EBB3927C85BD6 15
Torpa napameTtp R = x.(mod q) npuHumaeT 3HaueHue
R = 24892044770313492650728646430321477536674513192821314440274986\\
37357611092810221795101871412928823716805959828708330284243653453085\\
322004442442534151761462,,
R = 2F86FAG60A081091A23DD795E1E3C689EE512A3C82EEODCC2643C78EEASFCAC\
D35492558486B20F1C9EC197C90699850260C93BCBCD9C5C3317E19344E173AE3615

MockonbKy BbINOMHEHO paBeHCTBO R =T, To uMdpoBas noannck NpuHMMaeTcs.
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Bubnuorpadusn "

Cuctembl 06paboTkm nHcopmaumn. Cnosapb. YacTb 2.
ApudmeTmnyeckue n fiormyeckue onepaumm

(Data processing — Vocabulary — Part 2: Arithmetic and
logic operations)

NHdopmaumoHHble TexHonornn. Metoapl obecneveHms
6esonacHocTn. Cxembl UMpoBon nognucu,
obecneynBatoLme BOCCTAHOBIIEHMNE COOBLLEHNI.
YacTtb 2. MexaHn3mbl Ha OCHOBE LIeNTOYUCIIEHHOMN
dakTopusaumm

(Information technology — Security techniques — Digital
signatures with appendix — Part 2: Integer factorization
based mechanisms)

NHdpopmaunoHHble TexHonorun. Metoabl obecneveHus
6esonacHocTn. Cxembl UMpoBon nognucu,
obecneymBatoLme BOCCTaHOBEHNE COOOLLEHUN.
Yacte 3. MexaHu3Mbl Ha OCHOBE OUCKPETHOro
norapugpma

(Information technology — Security techniques — Digital
signature schemes giving message recovery — Part 3:
Discrete logarithm based mechanisms)

NHdpopMaunoHHbIe TexHONorMnM. MeTtoapb! 3awmThl.
Lindppoeble nognucum ¢ npunoxenunem. Yacts 1. O6wme
NONOXeHNs

(Information technology — Security techniques — Digital
signatures with appendix — Part 1: General)

NHMpopMaLmoHHbIe TexHOoNorMM. MeTtoapb! 3aLmThl.
Lincpposble nognucu ¢ npunoxeHnem. Hactb 2.
MexaHn3mbl, OCHOBAHHbIE Ha Pa3fOXeHUN Ha
MHOXMWUTENN

(Information technology — Security techniques — Digital
signatures with appendix — Part 2: Integer factorization
based mechanisms)

NHdopmaumoHHble TexHonornn. Metoabl 3alnThl.
Lindpposble nognucu ¢ npurnoxeHnem. Yactb 3.
MexaHn3Mbl Ha OCHOBE AUCKPETHOro norapugma
(Information technology — Security techniques — Digital
signatures with appendix — Part 3: Discrete logarithm
based mechanisms)

NHdopmaumoHHble TexHonornn. Metoabl 3almThl.
Lindpposble nognucu ¢ npurnoxeHnem. Hactb 3.
MexaHn3mbl Ha OCHOBE ANCKPETHOro norapudgpma.
N3meHeHue 1. Anroputm pycckon LmdpoBom noanmcu
ANNMATUYECKON KPUBOW, anroputm UndopoBom noanmcu
LLIHopa, anroputm umdposoun nognucu LLHopa ans

*
OpuruHansl mexayHapogHbix ctaHgaptos MCO/M3K HaxoaaTes Bo PIYI «CraHaapTuHMOopM» PefepanbHOro areHTcTea
MO TEXHUYECKOMY PErynmMpoBaHuUio 1 METPOMOTN.
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ANAUNTUYECKOWN KPUBOW, N NOSTHbIM anroputM LngpoBomn
noanucu LWHopa ans annuntnyeckon KpBon
(Information technology — Security techniques — Digital
signatures with appendix — Part 3: Discrete logarithm
based mechanisms. Ammendment 1. Elliptic Curve
Russian Digital Signature Algorithm, Schnorr Digital
Signature Algorithm, Elliptic Curve Schnorr Digital
Signature Algorithm, and Elliptic Curve Full Schnorr
Digital Signature Algorithm)

NHdpopmaLmoHHbIe TexHonornn. MeTtoabl 3awwmTbl
nHpopmauun. Xaw—pyHkumm. HYactb 1. Obwme
NONOXeHNs

(Information technology — Security techniques — Hash-
functions — Part 1. General)

NHdpopMaumoHHbIe TexHoNornn. MeTtoabl 3awWwmThl
NHGopMaumnmn. Xaw—-gyHKumn. HacTtb 2. Xaw—qyHKuum ¢
MCNoNb30BaHMEM anroputma WndpoBaHNa N-OBUTHBIMK
6rnokamu

(Information technology — Security techniques — Hash-
functions — Part 2: Hash—functions using an n-bit block
cipher)

NHdpopmaLmoHHbIe TexHonornn. MeTtoabl 3almThl
nHopMmauunn. Xaw-gyHkumn. Yacte 3. BelgeneHHble
XOLL—YHKLU MU

(Information technology — Security techniques — Hash-
functions — Part 3: Dedicated hash—functions)

NHdpopMmaunoHHbIe TexHonornn. MeTtoabl 3awmTbl
NHGopMauunmn. Xaw—-gyHKumn. HYacTb 4. Xaw—qyHKumm ¢
npUMeHeHNeEM apuMETUKN B OCTATOYHbIX Krnaccax
(Information technology — Security technigues — Hash-
functions — Part 4. Hash—functions using modular
arithmetic)
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KntouyeBble cnoBa: 06paboTka AaHHbIX, Nepedada gaHHbIX, 06MeH nHdopMaumen,

coobuieHus, umdpoBbie noanucK, 3awmrta nHpopmaumm, popmMmmpoBaHme LMPOBON
nognucu, nposepka uMdpoBor NoANUCH
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