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Welcome to SCO VisionFS™, part of the
SCO Vision2K™ suite of products.

This book introduces you to VisionFS and gets
you up and running quickly. You should read it if
you're a VisionFS Administrator or an advanced
user.

In this book you’ll discover why VisionFS is the
easiest way to let PC users access UNIX files and
printers, and how to tailor your VisionFS
configuration using the VisionFS Profile Editor.



vi Introducing SCO VisionFS

What is VisionFS?

VisionFS turns an Administrator’s nightmare into a dream come true. It
answers the question: PC or UNIX?

Users prefer PCs on their desktops, with good reason: the productivity tools
they want to use are PC programs. But Administrators like UNIX systems for
their reliability and configurability. UNIX systems are business critical.

VisionFS lets PC users access files on a UNIX host just as if they were on
another PC—through network drives or their Network Neighborhood, for
example. Not only that, with VisionFS PC users can print to UNIX printers—
they’re just like any Windows network printer. VisionFS can provide other
services for PCs too: WINS, for network-wide naming, and Internet
workgroups, for transparent access to computers on other networks.

For Administrators, there’s an easy-to-use Windows program to configure
VisionFS—no configuration files to edit, and no new file format to remember.
More importantly, there’s no PC installation. Ten minutes is all it takes to
give any number of PCs access to a UNIX host, whatever the size of the
network.

VisionFS server

A VisionFS server is a UNIX program with a difference: it speaks the same
language as PCs for sharing files and printers across a network. This language
is a Windows standard, developed originally by Microsoft and Intel, so it’s the
only sensible choice for integrating UNIX systems with your Windows users.

VisionFS effectively disguises a UNIX host as a PC. To other PCs and to users,
a VisionFS server looks just like any other PC.

In fact, we’ll be surprised if anyone notices the difference.

VisionFS Profile Editor

The VisionFS Profile Editor is a Windows program, used to configure the
VisionFS server. The Profile Editor, closely integrated with the server, presents
an intuitive interface complete with context-sensitive help and step-by-step
instructions. It performs as-you-type validation of many settings, giving instant
and helpful visual feedback. With multi-level undo and redo, you can change
your mind, and change it back again.

Access to the VisionFS Profile Editor is restricted to a set of named VisionFS
Administrators.
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Using a VisionFS server

VisionFS servers appear with other computers in a Windows workgroup. (The
only problem might be distinguishing the VisionFS servers from the PCs.)

Ié':'g Metwork Meighborhood =]
File Edit Yiew Help
,E ————— This one’s a UNIX host
Jelly running VisionFS. Trust us.
&
Furmguat Leman Taramazalata
=
—
“r'oghurt
|7 obiect(s) A

VisionFS makes any number of UNIX directories and printers available to use
over the network. These network resources are called shares.

= Jelly I =]

File Edit %“iew Help

| ﬁ ﬁ—— Double-click a shared folder to
m

dacs graphics view the files in the share.

Double-click a shared printer
to view the print queue, or
install as a network printer.

visionbools

|7 object(z] i

VisionFS Administrators name the server, choose which workgroups it appears
in, and set up the shares people can access.
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The benefits of VisionFS

Here are some compelling reasons why VisionFS gives the best solution for
Windows-to-UNIX file and printer sharing and other network services.

Best for PCs

e There’s no need to install complex software on PCs, saving a significant
amount of time when setting up or upgrading a VisionFS server.

» VisionFS doesn’t use any extra valuable memory or disk space on PCs.

Best for UNIX systems

o UNIX systems are ideal for network installations of disk-hungry PC
products that can be used by multiple users.

e UNIX systems are robust, reliable and scalable, perfect for coping with the
ever-changing, ever-growing world of PCs.

Best for users

e With no special PC software, users don’t have to change the way they work
or learn confusing new tools.

o Ifaprogram works with Windows, it works with VisionFS.

Best for Administrators
 Installed in just ten minutes: a few questions to answer, no fuss, no bother.

* Highly configurable through the Profile Editor, with fine-grained access
control and instant feedback.

Part of Vision2K

 VisionFS is an important part of Vision2K, SCO’s suite of Windows-to-
UNIX integration products.
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Setting up VisionFS

It’s easy to install and set up VisionFS on your UNIX host. A Setup script,
used by all Vision2K products, leads you step-by-step through installation and
essential configuration.

Once VisionFS is up and running, you share UNIX files and printers with your
PC users using the VisionFS Profile Editor. To make sure users have trouble-
free access to VisionFS servers, you should also check out your PC and UNIX
network settings.

To get started withVisionFS
» | Install VisionFS on your UNIX host

As root, run the setup script. See the CD insert or the readme file for full
instructions. See also “What Setup needs to know”, later in this chapter.

»2 Import UNIX users (for new installations)

As root, run the VisionFS Password wizard that Setup points you to. This
lets you import UNIX users into the VisionFS password database, and
configure passwords. See “Importing UNIX users”, later in this chapter.

4 3 Follow the network checklist

Make sure PCs on your network can access UNIX files and printers through
VisionFS, using our simple network checklist. See “Checking out your
network”, later in this chapter.

» 4 Configure VisionFS from your PC

Log into Windows as a VisionFS Administrator, and run the VisionFS Profile
Editor. See “VisionFS Administrator privileges”, later in this chapter, and “A
tour of the Profile Editor”, in Chapter |, “The Basics”.
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What Setup needs to know

SEe ALso

“Importing UNIX
users” and
“VisionFS
Administrator
privileges”, later in
this chapter.

“License modes”
and “The visionfs
command”, in
Chapter 4, “Issues
for
Administrators”.

See ALso

“License
management”, in
Chapter 4, “Issues
for
Administrators”.

This section gives more information about the settings that Setup uses to get
VisionFS up and running.

Important You should read this section whether you accept Setup’s suggested
settings or choose a custom installation.

This setting... Is used for...

Programs and data files, shared between more
than one Vision2K product. Defaults to
/ust/local/vision.

Vision2K shared directory

How the VisionFS server runs. Different license
modes provide different levels of functionality,
or only let you use VisionFS for an evaluation
period.

License mode

The method VisionFS uses to authenticate users:
using their UNIX password, using another
server, or using the VisionFS password database

(the default).

A Windows user allowed to configure the
VisionFS server, using the Profile Editor. This
user must have a valid UNIX account, but the
Windows and UNIX usernames may be
different.

The VisionFS server’s network name, which
Windows PCs use to access the server.

Authentication method

VisionFS Administrator

Server name

Whether the VisionFS server starts automatically
when the UNIX host reboots, and at which point
during the reboot process the server starts.

Start on reboot/Run level

Whether to start the VisionFS server
immediately after Setup finishes.

Start now

All Vision2K products, including VisionFS, use a common licensing
mechanism. When you install VisionFS, Vision2K License Services is
automatically installed. You can enter license numbers during Setup, or later.

You can configure the server name, and add and remove VisionFS
Administrators, using the Profile Editor. To change the Start On Reboot
settings later, use the visionfs setup UNIX utility.

Note Setup installs a README.vfs file in the docs subdirectory of the
Vision2K shared directory. You should check this file for last-minute
information that couldn’t make it into this book.
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VisionFS and Vision2K

See ALso

“License
management”, in
Chapter 4, “Issues
for
Administrators”.

When you install Vision2K products on your UNIX host, Vision2K Setup lets
you choose to make the PC parts of those products, if any, available
automatically using a VisionFS shared folder.

If you do so, VisionFS adds a shared folder called vision2k. To install the PC
parts of these products, users can simply open the vision2k shared folder,
double-click setup.exe, and follow the instructions on the screen.

Importing UNIX users

SeEe ALso

“Passwords and
authentication”, in
Chapter 2,
“Beyond the
Basics”.

SeEe ALso

“The visionfs
command”, in
Chapter 4, “Issues
for
Administrators”.

VisionFS includes three ways to authenticate users: using UNIX passwords,
using another server (for example, a Windows N'T or Windows 2000 server)
or using its own VisionFS password database.

By default, VisionFS uses its own password database, which stores passwords
encrypted in the same way as Windows. This ensures compatibility with
current releases of Windows. (Previous releases of VisionFS used UNIX
passwords by default, which meant that passwords would be transmitted
unencrypted on the network. Current releases of Windows don’t allow this by

default.)

When VisionFS is first installed, the VisionFS password database is empty.
Before you can configure the server using the Profile Editor, you need to add
entries to the password database. You can do this easily using the VisionFS
Password wizard.

To start theVisionFS Password wizard

» As root on the UNIX host, type the following, replacing vision_dir with the
name of the Vision2K shared directory, by default /usr/local/vision:

vision_dir/bin/visionfs password --wizard
Follow the instructions on your screen.

“

Note The option is prefixed by two dashes, “--”, not one.
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Using the VisionFS Password wizard, you can:

* Import as many users as you want from the UNIX user database.
e Use ablank, random or fixed password for each user, or their username.
e Change passwords on a per-user basis.

e Send email to everyone whose password is affected, telling them their
password.

e Use your own email message.

Note It’s not possible to import passwords as well as users. This is because
the encryption mechanisms used by Windows and UNIX are incompatible.
Users can change their VisionFS password later, if they want.

If you don’t want to use the VisionFS Password wizard, you can run the
visionfs passwordcommand with other options. Usevisionfs password --help
to see what you can do.

VisionFS Administrator privileges

SeEe ALso

“Username
mappings” and
“Adding and
removing VisionFS
Administrators”, in
Chapter 2,
“Beyond the
Basics”.

A user with VisionFS Administrator privileges (also known as a VisionFS
Administrator) is a Windows user who’s allowed to run the VisionFS Profile
Editor. The Profile Editor is restricted because it lets you grant access to any
UNIX directory, even as root.

There must always be at least one VisionFS Administrator, and all VisionFS
Administrators must have valid UNIX accounts. When you install VisionFS,
you name a VisionFS Administrator.

The VisionFS Username Mappings database lets users—including VisionFS
Administrators—have different usernames on Windows and UNIX. To run the
Profile Editor, you log into Windows using the Windows username.

Using the Profile Editor, VisionFS Administrators can give other users
VisionFS Administrator privileges, or remove them. Only let users you trust
have Administrator privileges—a VisionFS Administrator is as powerful as root
on the UNIX host.

Insummary:

e VisionFS Administrators are Windows users who can run the Profile Editor
to configure a VisionFS server.

* VisionFS Administrators are as powerful as the UNIX superuser.

e There must always be at least one VisionFS Administrator.

 All VisionFS Administrators must have valid UNIX accounts.

e Username mappings let VisionFS Administrators (and everyone else) have
different Windows and UNIX usernames.



Welcome  xiii

Checking out your network

Follow this simple checklist to be sure your PCs and UNIX hosts are suitably
configured for VisionFS.

SeEe ALso

“Troubleshooting”,
in the Help index. To make sure PCs can accessVisionFS

“Troubleshooting™, » Check your Windows 95, Windows 98 and Windows 2000 PCs have Client

in Chapter 4, . .
“lssues for for Microsoft Networks installed
Administrators™. » Check your Windows NT 4 PCs have Workstation and NetBIOS Interface

services installed
» Check your PCs are using TCP/IP as one of their network protocols

» Check your PC and UNIX broadcast addresses are identical
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What’s in this book

In Chapter 1, “The Basics”, you’ll take a tour of the Profile Editor and its
extensive Help. You’ll be introduced to some Windows and VisionFS terms,
create a share, and discover how to change the VisionFS server’s name.

In Chapter 2, “Beyond the Basics”, you’ll discover some of the more
sophisticated features of the VisionFS Profile Editor and server, including
automatic shares, access rights, username mappings, and encrypted passwords.

In Chapter 3, “The Possibilities”, you’ll discover just a few of the ways in
which you can take advantage of the flexibility of the Profile Editor and server,
such as WINS, Internet workgroups, overriding automatic shares, and
placeholders.

In Chapter 4, “Issues for Administrators”, you’ll learn how to control the
VisionFS server from the UNIX host, and find information about things that
matter to you, such as security, licensing and troubleshooting.



The Basics

Look in this chapter to find out how to get started
with VisionFS and the Profile Editor.

You’ll take a tour of the Profile Editor and its
extensive Help. You’ll be introduced to some
Windows and VisionFS terms, create a share, and
discover how to change the VisionFS server’s

namie.

CONTENTS

A tour of the Profile Editor ......ccoevveviieiiniiieennnns 2
Getting Help .eeeeeeniieiiiiiiiiiiieeeeeee 9
Manipulating shared folders ........cccoevvieinniiennnn. 11

Identifying the VisionFS server on the network..... 19
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A tour of the Profile Editor

In this section, we’ll point out the important parts of the VisionFS Profile
Editor: what you see, and how you use it. We’ll show you how the Profile
Editor’s instant validation and feedback stops you making mistakes, and how
to get Help.

Finding and starting the Profile Editor

See ALso

“Using more than
one VisionFS
server”, in
Chapter 3, “The
Possibilities”.

“License
management”, in
Chapter 4, “Issues
for
Administrators”.

For Help on
TermlLite and
License Manager,
use the Help menu
in each program.

SEe ALso

“Adding and
removing VisionFS
Administrators”,
in Chapter 2,
“Beyond the
Basics”.

You use the VisionFS Profile Editor to configure the VisionFS server. A
complete VisionFS configuration is called a server profile.

The VisionFS Profile Editor is stored on the UNIX host, and isn’t installed on
any PC. Every VisionFS server has its own Profile Editor, but you can use a
Profile Editor to configure more than one server, as long as they’re all the
same version of VisionFS.

You access a VisionFS server’s Profile Editor through a share on the server.
This share, called visiontools, is created automatically by Setup. The
visiontools share holds the Profile Editor and other useful tools, such as the
License Manager and SCO TermlLite.

How you access the visiontools share depends on your version of Windows:

*  Windows 95, Windows 98 and Windows NT 4 users can open Network
Neighborhood (or Windows Explorer).

¢ Windows 2000 users can open My Network Places.

Note Only users with VisionFS Administrator privileges can run the Profile

Editor. A VisionFS Administrator is named during Setup; this user can add
and remove other VisionFS Administrators using the Profile Editor.

To find and start the Profile Editor

v Log into Windows as a user with VisionFS Administrator privileges.
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3

SEe ALso

“Passwords and
authentication”, in
Chapter 2,
“Beyond the
Basics”.

~2 Open Network Neighborhood (or in Windows 2000, My Network Places)
and locate the VisionFS server. You may need to open Entire Network and

look for the workgroup it’s in.

== Network Meighborhood =]

File Edt “iew Help

Taramazalata

“r'oghurt
|7 abject(s] &
Enter Network Password [ 7] ]

“'ou must supply a password to make this connection:

Resource:  SAWJELLYAIPCS

Password: I ““““““ 1

¥ Save this password in pour password list

L Jelly IS [=] E3

File Edit “iew Help

'3 object(s]

\ 3 Double-click the VisionFS
server.

4 prompted, type the VisionFS
Administrator’s password for
this server.

< 5 Double-click the visiontools
share.
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@8 visiontools on Jely [H[=] E3
File  Edit “iew Help
docs licrngr
D < 6 Double-click the visionfs
. folder.
termilite ©
|4 ohject(z] |EI bytes -
& visionfs _ (O] ]
File Edit “iew Help
#
clidef cmdialog, wbx
A @
defaults nek.cht net
T
Create a shortcut CIB 4 & < 7 Double-click the Profile Editor.
to the Profile
Editor on your password profedit. crt rofedit
desktop.
¢ |
profedit szdocktbowvby wefles.vbe
wavbu vhy
|13 abigct(s) [plus 3 hidden) | 4.00ME i

You can also click the Start button, click Run, then type
\\server\visiontools\visionfs\profedit.exe (replacingserver with the name of
your VisionFS server) to start the Profile Editor without browsing the network.
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The Profile Editor window

The first time you run the VisionFS Profile Editor, you’ll see a window like
this:

The title bar shows the name used to access the server you're configuring.

. jelly - 5CO VisionF5 Profile Editor

SEe ALso

“Main window”, in
the Help index.

See ALso

“Master shares”
and “Automatic
shares”, in
Chapter 2,
“Beyond the
Basics”.

Erofile Edit Info Help

tileltd B o= %] & @8] ——f—— The toolbar provides quick
Name Comment and easy access to useful menu
[Server) VisionFS settings commands.
[Folders] Settings for the master shared Folder
configh Profile Editor only - do not delete. oo The Proﬁle tree ShOWS the

 netlogon MNetwork logon share N

visiontools  SCO Yigion2K tools and infarmation server, all the shares avallable,
[Uszers] Settings for the master user share and the master shares
[Printers) Settings for the master shared printer :

|Settings for the YisionFS server l_

The status bar gives information ...and shows whether

about buttons on the toolbar and  you’ve modified the profile.
entries in the Profile tree...

Toolbar

To see a brief description of each button in the toolbar, rest the pointer over
the button.

Profile tree

The Profile tree gives an overview of your server’s configuration. Some parts
of the tree are always shown: the entries with names in parentheses ( ). Other
parts depend on the shares you have on your particular server.

At the top of the tree is the server you’re configuring. Below that are three
groups: shared folders, user shares and shared printers. Each group has a
master share, handy for more advanced use. We’ll explain more about the
different types of share later in this book.
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The first time you run the Profile Editor, you’ll see two shared folders in the
Profile tree: config$ and visiontools. You’ve already used thevisiontools share
to access the Profile Editor. The config$ share is a special share used by the
Profile Editor (Windows doesn’t show this share). Both shares are created by
Setup.

When you add and remove shares, entries appear and disappear in the Profile
tree.

Changing settings

The Profile tree is the starting point for configuring your VisionFS server.
From the Profile tree you can access all settings for your shares and the server.

To change settings for a share or the server

T

Double-click an
entry in the Profile
tree to show its

» | In the Profile tree, click the entry you want to change the settings for.

» 2 On the Edit menu, click Properties.

Properties.
M AR
General I Access I Files I Permizsions ]
Please lype a name and comment for this share, give
Q itz location o the VisionFS server, and set its
availability.
Share name: A 3 View or change the settings
Comment: |SCD WisionZK. tools and infarmation | YOU want. CIICk the tabS to
T e i show all the options you can
Auzrflocalfvizion/bindpetoolsfen_US Browse | set.
Some settings let you include
SEe ALso T placeholders, like (share-
“Placeholders”, in [V Bctive I Link? name), to refer to values that
i ¥ Browsable I Link?
the Help index. aren’t constant.
EI ak | Cancel Help |

» 4 When you’ve finished, click OK to keep any changes you’ve made. Or click
Cancel to close the dialog without making any changes.

When you change a setting in the Profile Editor, it doesn’t take effect
immediately. Anicon f in the lower-right corner of the Profile Editor
indicates that you’ve made a change the server doesn’t know about yet.
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SEe ALso

“Main window”, in
the Help index.

Types of change

There are three types of change you can make:

» A change that affects everybody immediately. For example, creating a new
share.

» A change that won’t affect people who are already using a share, but will
affect new users. For example, changing who can access a share.

* A change that won’t affect anybody, unless you restart the server. For
example, renaming the server.

For this reason, the Profile Modified icon has three forms:

A transparent background for changes that can take effect immediately.

e A green background if some changes won’t affect users who are already
connected to the server.

* Ared background if you must restart the server for all changes to take
effect.

Making changes permanent

When you’re happy with the changes you’ve made, you update the VisionFS
server with the new profile. After you’ve updated the server, the Profile
Modified icon disappears.

To update the server with a modified profile
» On the Profile menu, click Update Server.

Depending on the changes you’ve made, the Profile Editor may offer to
restart the server for you. Restarting the server means the Profile Editor must
close.

Undoing and redoing changes

See ALso

“Passwords and
authentication”, in
Chapter 2,
“Beyond the
Basics”.

If you change some settings by mistake, you can undo those changes easily as
long as you haven’t updated the server in the meantime. The Profile Editor
remembers your last twenty changes.

As long as you don’t make any new changes, you can also redo changes you’ve
justundone.

Note You can’t undo or redo changes to users’ VisionFS passwords.

When you update the server or exit the Profile Editor, the undo and redo
buffers are cleared.
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To undo a change

» On the Edit menu, click Undo. Or click the Undo button [ on the toolbar.
Tip

To abandon all
your changes, click

Reload on the To redo a Change
Profile menu.

» On the Edit menu, click Redo. Or click the Redo button &l on the toolbar.

Exiting the Profile Editor

You can exit the Profile Editor at any time.

To exit the Profile Editor
» On the Profile menu, click Exit.

If you’'ve made any changes to the profile, you'll be asked whether you want
to update the server. Click Yes to keep the changes, No to forget them, or
Cancel to change your mind and stay working in the Profile Editor.
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Getting Help

Online Help is the main source of information about VisionFS. All Help is
stored with the Profile Editor, in the visionfs folder of the visiontools share, in
Windows Help format. See your Windows manuals for full instructions on
using Help.

To get Help

» In the Profile Editor, click Help Topics on the Help menu. Or click the Help
button 2l on the toolbar.

The list of Help topics appears.

Help Topics: SCO VisionFS 3.1 Help

Contents | Index | Find |
4 You can use the tabs in Help to

search for information in several
ways.

Click a topic, and then click Display. Or click. another tab. such as Index,

@ Inioduuging 500 VisionFS
0 How To
e

=
About this documentation
Copyright notice
0 Accessing the VisionF5 server
0 Accesting files
@ VisionFS on the intranet and Intemet
Q Security
@ 5C0 VisianFS SMB Client
0 Vision2k
0 Technical infarmation
@ Networking
0 Overviews
’ Troubleshoating

Close I FErint. Cancel
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To get Help on a specific item

¥ For information about an item in the Profile Editor, click ¥l and then click the

item.

Server Properties

wiNS I Impaort I Metwork, I Advanced

Identification Users Passwords Logging

This information identifies the VisionFS server on the
netuwork,

Lists the network. [MetBIOS] names by which uzers and
computers can identify the VisionFS server.

If you change these settings, you will need to restart the
WizionFS server for your changes to take effect.

Workgroup:  [all]
Description:  [zerver-name] [version)

EI ak I Cancel Help

A pop-up explanation appears.
Click it to make it disappear-.
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Manipulating shared folders

In this section you’ll learn the basics of share management: creating,
configuring and deleting shares, accessing them, and how to interpret the files
you see in a share.

Creating a shared folder

Now you’ll use the VisionFS Profile Editor to create your first share: a shared
folder, giving access to a UNIX directory. First we’ll take you through the
process step by step, pointing out how the Profile Editor can help you before
you make a mistake. Finally, we’ll summarize the procedure.

Starting off

Start the Profile Editor, as described earlier in this chapter.

On the Edit menu, click New Shared Folder. Or click the New Shared Folder
button &l on the toolbar.

_: elly - SCO VisionFS Profile Editor

Erafile Irfo Help

"E sl Btz o [ |
i Hedo [Etrl v J @l |
Mew Shared Folder  Chil+F
3 Mew Lser Share Chrl+Ll er shared falder
; g Hew Shared Printer Ch+F |5 ot delste
) [elete =] . .
& : knd information
: Duplizate [0
L 4] er user share
@ Ferane Blifkir} )
: er shared printer
Properties
|Settings for the YisionFS server l_

In the Profile tree, a shared folder called folder1 appears. The Profile Editor
shows properties for the shared folder automatically.
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The General tab
Before making any changes, take a look at the General tab.

folderl Properties [ ]

General I Access ] Files ] Permiszions ]

its location o the VisionFS server, and set its

Q Please lype a name and comment for this share, give
availability.

Share name:  |folderl

Camment: |Sha|ed falder on [dir-name] |
— UHIX directory v Link?
[doesn't exist]
— Availability
¥ Active ¥ Link?
¥ Browsable v Link?

54 oK.

Help |

The first thing you might spot is the UNIX Directory box in red. This is the
Profile Editor’s way of indicating a problem with a setting—in this case,
there’s no directory in the text box. Before you can add the share, you must
fill in a directory name.

Also, below the text box there’s a line saying “(doesn’t exist)”. This is because
the current contents of the box don’t correspond to a UNIX directory that
exists. As you type a directory, the Profile Editor will check silently; the line
disappears when you’ve typed a directory name that exists on the host.

Many different settings give the same helpful indication and feedback:
» Ifyousee asetting turn red and you don’t know why, click OK and the
Profile Editor will explain how to fix the problem.

e Ifyou see a comment in parentheses beside a setting, or the setting turns
yellow, it’s the Profile Editor giving instant feedback. It doesn’t mean the
setting’s invalid: just that you might want to think twice before using it.
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See ALso

“Browse lists”, in
the Help index.

See ALso

“Browsing UNIX
directories”, in the
Help index.

Filling in the details

First, we’ll name the shared folder. Next to Share Name, type temp. People
use this name to access the share, so you’ll probably want to make the name
descriptive.

Notice how, as you delete the text folder1, the box turns red; this is to remind
you that shares must have a name.

Next to Comment, type Temporary files. Windows shows comments in
browse lists, and when you use Details view in folders.

Next to UNIX Directory, type/tmp. This is the UNIX directory you’re giving
people access to. As you type the first character, the box stops being red to
show the setting’s valid.

Also, you’ll see that as you type each character, the “(doesn’t exist)” line and
yellow coloring may appear or disappear. Assuming there’s a/tmp directory
on your UNIX host, the feedback line should disappear when you finish

typing.

You can type directories that don’t exist, but you’ll need to create the directory
on the UNIX host before people can see and access the shared folder.

Lastly, notice how the directory you’ve just typed appears in blue, and the
Link box clears. We’ll explain blue settings and links later in this book. For
now, don’t worry—these aren’t errors.

You don’t have to remember and type in directory names. If you want, you can
click Browse and search for a UNIX directory. Bear in mind that if the UNIX
host uses NFS to mount remote UNIX directories in/, it may take a few
moments for a directory listing of / to appear.

For normal shared folders, you can leave all the other settings as their defaults.
Click OK to use these settings.

See ALso

You can get Help on an item by clicking the question mark button, then

clicking the item.
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Making the shared folder available

Frofile  Edit Info Help
Mame Comment
[Server] WizionFS server settings
[Folders) Settings for the master shared folder
configh Frafile Editor anly - da not delete
netlogon Metwork logon thare
temp Temparary files The Profile tree shows your
gl vigiontools  SCO Wizsion2K, toolz and infarmation h d fold
ﬁ [Uszersz] Settings for the master user share new shared rolder.
Cﬁ [Printers) Settings for the master shared printer
Settings for this shared foldet =5 The Profile Modified icon indicates a

change that can take effect
immediately.

At the moment, the server doesn’t know about the new shared folder. To let
people use it, click Update Server on the Profile menu. The Profile Modified
icon will disappear.

Summary

In summary, here’s how you create a new shared folder.

To create a new shared folder

» I In the Profile Editor, click New Shared Folder on the Edit menu. Or click
the New Shared Folder button &l on the toolbar.

Your new share is shown in the Profile tree, and the shared folder
properties dialog is displayed.

»2 Type a name, comment and UNIX directory for the share.
»3 Change any other properties you want.

» 4 Click OK.

4 5 On the Profile menu, click Update Server.
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Accessing a shared folder

See ALso
“Finding and
starting the Profile
Editor”, earlier in
this chapter.

See ALso

“Passwords and
authentication”, in
Chapter 2,
“Beyond the
Basics”.

Now you’ve created a shared folder, you’ll want to make sure you can use it.
Accessing a shared folder you’ve created is very similar to accessing the
visiontools share, described earlier.

Windows users will recognize the steps: they’re exactly the same steps you use
to access shares on other Windows PCs. In fact, any method you use to access
other Windows PCs can be used to access a VisionFS server.

To access a shared folder using Network Neighborhood

-1 Open Network Neighborhood (or in Windows 2000, My Network Places)
and locate the VisionFS server. You may need to open Entire Network and
look for the workgroup it’s in.

L5 Network Neighborhood =]
File Edit Yiew Help

Jelly < 2 Double-click the VisionFS
server.
Taramasalata
“r'oghurt

|7 obiect(s) A
Enter Network Password [ 7] ]

You must supply a password ta make this conmection:

«3
Cancel rompted, type your
Resouce: SWJELLYSIFCE il P P ’ yp y

password for this server.
Password: I xxxxxxxx 1

v Save this password in vour password list
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L Jelly IS [=] E3

File Edit “iew Help

B

wiziohitbools
4 obiect(s] A
BE temp on Jelly M=l E
Te File Edit “iew Help
Use shortcuts to ﬁ,
giveaccessto | ——
frequently used A ncfglog
shares, and files
within shares.
|2 ohject{z] |EI bytes s

\ 4 Double-click the shared folder.

< If you're allowed access to the
share, you'll see the files and
directories it contains.
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Windows

See ALso

“PC and UNIX file
differences”, in
Chapter 4, “Issues
for
Administrators”.

SEe ALso

“Controlling
access”,
“Username
mappings” and
“Passwords and
authentication”, in
Chapter 2,
“Beyond the
Basics”.

“How to tell if an
action will
succeed”, in
Chapter 4, “Issues
for
Administrators”.

and UNIX filenames

One important difference between Windows and UNIX systems concerns
filenames.

In Windows, filenames are case-insensitive, but case-preserving. For
example, Windows treats foo and FOO as identical names—you can’t have
files with these names in the same directory—but will remember which
characters were upper-case and which were lower-case, and show them
appropriately.

On UNIX systems, filenames are case-sensitive. You can have files called
foo and FOO in the same directory.

Also, Windows for Workgroups filenames are restricted to “8.3” format—up
to eight alphanumeric characters, optionally followed by a dot and an
extension of up to 3 alphanumeric characters. UNIX systems don’t have this
restriction.

Windows 95, Windows 98, Windows N'T and Windows 2000 allow filenames
of any length, but they’re still case-insensitive.

VisionFS is designed to work best from a Windows perspective. This means:

VisionFS can include special characters in the truncated (8.3) form of a
filename to distinguish it from other truncated filenames. This lets you
access bothmyreport1999.docand myreport2000.docfrom all versions of
Windows.

Filenames on UNIX that differ only by case (for example, foo and FOO)
aren’t distinguished. Through VisionFS you can access only one of the files.

WHO’S ALLOWED TO ACCESS A SHARED FOLDER?

By default, anyone who is authenticated (supplies a valid password for
accessing the VisionFS server) is given full access to the files and
directories in the shared folder, and all actions are performed using
their UNIX username, taking into account any username mappings.
Guests (who don’t have a password) are denied access.

This means that when an authenticated user tries to manipulate files or
directories in any way, for example deleting a file, the result would be
the same as if they’d performed the action from the UNIX command
prompt. If the UNIX host would deny permission, so will VisionFS.
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Deleting a share

See ALso

“Troubleshooting”,
in Chapter 4,
“Issues for
Administrators”.

Now you’ll delete your temp share. Deleting a share doesn’t delete any UNIX
files or directories; it just means people won’t be able to access those
directories from PCs.

Note Don’t delete the config$ or visiontools shares, or configure them so that
VisionFS Administrators can’t access them. If you do so, nobody will be able
to run the Profile Editor. If this happens by accident, run the visionfs setup
UNIX utility to fix your profile.

To delete a share
4 I In the Profile tree, click the share you want to delete.

4 2 On the Edit menu, click Delete. Or click the Delete button | on the
toolbar.

» 3 On the Profile menu, click Update Server.

If you want to disconnect people using this share at the moment, restart the
server when the Profile Editor offers.
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Identifying the VisionFS server on
the network

A UNIX host has many different types of name, usually (but not limited to) a
hostname, an IP address, and a DNS name. It may also have multiple DNS
names or multiple IP addresses.

For Windows networking, the VisionFS server uses another name (technically,
a NetBIOS name). Other PC users on the network use this name to refer to the
server. As well as a name, you can provide a description. Users will see this
description when they look at the VisionFS server on the network. Computers
are grouped into loose collections called workgroups. Workgroups don’t have
a strict hierarchy, and computers can appear in more than one workgroup.

Your VisionFS server can have as many names as you like. Each name can
have its own description, and can appear in any or all workgroups.

To identify the VisionFS server on the network
» | In the Profile tree, click (Server).

v 2 On the Edit menu, click Properties, then click the Identification tab.

Server Properties [ <]
WINS Import Metwark Advanced
|dentification Users Passwords Logging
Thiz information identifies the YisionFS server on the
=) hetwork.
—Mame:

Mew..

The names used by this server.
Edit...

i

Bemave

— Mame detail

I The workgroup the highlighted
‘Workgioupr  posse

Description:  VigionFS server for Marketing department name appear’s in.

The description used for this
name.

EI 0K I Cancel Help
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T

Add the same
name repeatedly
for each
workgroup you
want it to appear
in.

See ALso

“CIFS Bridge”, in
the Help index.

“Network logon
services”, in
Chapter 3, “The
Possibilities”.

»3 Toadda name, click New.
To edit a name, click it in the list, then click Edit.
To remove a name, click it in the list, then click Remove.

4 you’re adding or editing a name, the Server Name Settings dialog appears.

Server Mame Settings

Server name: | jglly -
wiorkgroup: (all) j

Description:

L

<5 Change the settings you want,
then click OK.

|\-"isionFS server for Marketing department |

—CIFS Bridge
[~ This name points to | |

[Eanfigure... |

Cancel | Help |

— Metwaork logan

I~ Provide netwark logon services

2 ok |

To choose one of the server’s current names, or one of the workgroups on
your network, click it in the appropriate list.

To set up this name as a CIFS Bridge to a computer on another network,
check the box and type the DNS name or IP address of the computer.

To use this server name to provide network logon services in its
workgroup, check the box.

»6 Repeat steps 3 to 5 for all the names you want to use. When you’re done,
click OK, then click Update Server on the Profile menu. You'll need to
restart the server for the new names, workgroups and descriptions to take
effect.

CIFS Bridge

CIFS, or the Common Internet File System, is a recent standard for accessing
files and printers on remote computers across intranets or the Internet. With a
CIFS Bridge, you can include a remote computer in a workgroup as if it were
local.

Not all computers understand the CIFS standard. To allow these computers to
access remote computers, a VisionFS server can act as a CIFS Bridge: any of its
server names can point to another computer, anywhere on the intranet or
Internet, rather than the VisionFS server itself.
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For a CIFS Bridge to a remote PC, make sure the CIFS Bridge name is the
same as the remote PC’s network name. For a CIFS Bridge to a remote
VisionFS server, you can use any CIFS Bridge name.

A CIFS Bridge is “one-way”: it points to another computer, but that computer
can’t use the CIFS Bridge in reverse to access your computer.

Note Although a CIFS Bridge is “one-way”, other sites can create a CIFS
Bridge to a computer on your site. However, your firewall should prevent any
unauthorized access.

For more information on CIFS, point your favorite web browser at
www.cifs.com.

How ARE WORKGROUPS MAINTAINED?

SEe ALso Each workgroup is self-organizing: it automatically elects one of its
“Master browser” members to maintain the list of computers in the workgroup. This
in the Help index. computer is called the master browser.

When you choose to list the computers in your workgroup, your
computer contacts the master browser for the details.

If some details change, the master browser may take some time to fully
reflect the new information. For example, if you rename your VisionFS
server the master browser will show the new name immediately, but
the old name may still be displayed for a time.

A VisionFS server will usually become the master browser in a
workgroup. It won’t become the master browser if the workgroup
contains a Windows 2000 or Windows NT PC. Also, a VisionFS server
won’t try to become a master browser if it’s configured to be in all
workgroups, rather than in specific named workgroups.






Beyond
the Basics

Look in this chapter when you’ve mastered the
basics, and want to know more about how to
configure your VisionFS server.

You’ll discover some of the more sophisticated
features of the VisionFS Profile Editor and server,
including automatic shares, access rights,
username mappings, and encrypted passwords.
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Master shares

In Chapter 1, “The Basics”, we created and manipulated a shared folder. In
this section, we’ll introduce master shares, and explain links.

When you created your shared folder, it appeared in the Profile tree alongside
the existing shared folders. Just above these folders is the master shared folder.

R L e s s
[Folders) Settings for the master shared folder
configh Profile E ditor only - do not delete
docs Document archive
o hetlogon Metwork, lagon share

Master shared folder.

Shared folders you create.

temp Temparary files
=g visiontool:  SCO Vision2K tools and information
ﬁ [Users] Settings for the master user share

Similarly, there’s a master shared printer and a master user share, just above
the other types of share in the Profile tree. You only see these master shares in
the VisionFS Profile Editor; Windows doesn’t show them.

SEe ALso

“Automatic
shares”, later in

this chapter. Master shares contain the master settings for that type of share. The settings

from a master share are used:

e Asthe default settings when you create a new share of that type.
e When you check the Link box next to an option in a share’s properties.

e Asthe settings for automatically generated user shares and automatically
generated shared printers.

You configure a master share in exactly the same way as you configure a real
share, but you can’t delete the master shares.

Links

In the Profile Editor, Link boxes appear next to some options in a share’s
properties. If a Link box is checked, it means the neighboring option is linked
to the setting in the master share.

 Linked settings automatically change when you modify the same setting in
the master share.

 Settings that aren’t linked appear in blue, so you can easily identify
differences from the master share.

When you create a new share, all the settings are automatically linked (except
for the name and comment, which don’t have Link boxes), so the share’s
effectively a clone of the master share.

If you change a setting in the new share, the Link box automatically clears to
remove the link. The setting becomes independent of the master share. You
can restore the link by checking the Link box again.
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See ALso
“Using links
effectively”, in
Chapter 3, “The
Possibilities”.

You might like to think of a particular share’s configuration as a set of
differences from the master share; alternatively, that a share inherits settings
from its master share.

Using master shares and links effectively can help you minimize the work
needed to change a setting in lots of shares simultaneously.



26 Introducing SCO VisionFS

Automatic shares

We’ve already shown how easy it is to let Windows users access UNIX files
and directories just as if they were on another PC on the network.

In this section we’ll explain how VisionFS can automatically create shares for
your UNIX users and printers, saving you valuable time and effort.

Automatic user shares

See ALso

“Generating
automatic user
shares”, in the
Help index.

“Accessing a
shared folder”, in
Chapter |, “The
Basics”.

“Username
mappings”, later in
this chapter.

Tip

To find out who
has a user share,
click the Info
menu, then click
UNIX Users.

See ALso

“Configuring
automatic shares”,
later in this
chapter.

Automatic user shares let Windows users with valid UNIX accounts access
their home directories.

In Windows, when you list the shares on a VisionFS server you see a share
with your UNIX username, taking into account any username mappings (as
long as automatic user shares are enabled, which they are by default).
Accessing your home directory through your user share is as simple as
accessing any other shared folder.

You’ll only ever see one user share in share lists—for yourself.

g Jelly M[=] B3

File Wiew Help

Your user share, generated
ﬁ ﬁ automatically.
docs graphics
public
wigiontools
|7 object(s) W

The VisionFS server uses the settings from the master user share for automatic
user shares. However, you can override settings for individual user shares, if
youwant.

As automatic user shares are just “clones” of the master user share, the Profile
Editor doesn’t show them.
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See ALso

“Username
mappings”,
“Controlling
access” and
“Passwords and
authentication”,
later in this
chapter.

“How to tell if an
action will
succeed”, in
Chapter 4, “Issues
for
Administrators”.

WHO’S ALLOWED TO ACCESS A USER SHARE?

By default, anyone who is authenticated (supplies a valid password for
accessing the VisionFS server) is given full access to the files and
directories in their own user share, and all actions are performed using
their UNIX username, taking into account any username mappings. All
other users are denied access.

This means that when a user tries to manipulate files or directories in
any way, for example deleting a file, the result would be the same as if
they’d performed the action from the UNIX command prompt. If UNIX
would deny permission, so will VisionFS.

Automatic shared printers

See ALso

“Restarting the
VisionFS server”
and “Generating
automatic shared
printers”, in the
Help index.

“Using a shared
printer”, later in
this chapter.

When the VisionFS server starts, it scans the UNIX host for printers, and
updates your profile with information about each printer.

Note This means if you add a UNIX printer, you’ll need to restart the
VisionFS server for VisionFS to include the information in your profile.

In Windows, when you list the shares on a VisionFS server you see a shared
printer for each UNIX printer (if automatic shared printers are enabled, which
they are by default). The share names are the same as the UNIX printer names.

L Jelly M= E3
File Edit “iew Help

graphicz

Automatic shared printers

viziontoolz

| 7 obiect(s] v
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SEE ALso

“Configuring
automatic shares”,
later in this
chapter.

See ALso

“Username
mappings”,
“Controlling
access” and
“Passwords and
authentication”,
later in this
chapter.

“How to tell if an
action will
succeed”, in
Chapter 4, “Issues
for
Administrators”.

The VisionFS server uses the settings from the master shared printer for
automatic shared printers. However, you can override settings for individual
shared printers, if you want.

As automatic shared printers are just “clones” of the master shared printer, the
Profile Editor doesn’t show them.

WHO’S ALLOWED TO ACCESS A SHARED PRINTER?

By default, anyone who is authenticated (supplies a valid password for
accessing the VisionFS server) is allowed to print to the shared printer,
and all actions are performed using their UNIX username, taking into

accountany username mappings.

This means that when a user tries to add, list or remove jobs, the result
would be the same as if they’d performed the action from the UNIX
command prompt. If UNIX would deny permission, so will VisionFS.

Configuring automatic shares

How you configure automatic shares depends on whether you want to
configure all automatic shares of a type, or just override the settings for one
particular share.

Here’s how the VisionFS server determines what settings to use for an
automaticshare:

o If there’s a share of the appropriate type with that share name, VisionFS
uses the settings from that share.

e Otherwise, VisionFS uses the settings from the master share of that type.

Remember that you can check Link next to an option, to link its setting to the

master share. This means you can override as many or as few settings in a
share as you want.

To configure every automatic share
» Change the appropriate master share’s properties.

In the Profile tree, click (Printers) or (Users), click the Edit menu, then
click Properties.
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See ALso

To override settings for one automatic share
“Creating a new

user share” and » Create a new share of that type, and give it the same Share Name as the

“Creating a new automatic share you want to configure. Then change any other settings you

shared printer”, in want, and update the server when you’ve finished.
the Help index.

“Overriding
automatic user
shares” and “Using
shared printers for
custom output”, in
Chapter 3, “The
Possibilities”.
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Using a shared printer

See ALso
Your Windows
manual.

“Printing from the
UNIX host”, later
in this chapter.

Tip

To install a shared
printer in
Windows
Explorer, double-
click it.

Before you can print from Windows to a VisionFS shared printer, you need to
set up a network printer, just as you would to use a printer on another PC.

Once you’ve set up a network printer for the VisionFS shared printer, you can
print to it from your Windows programs. Follow the particular method for
each program.

To set up a network printer in Windows

» | Click the Start button, point to Settings, and then click Printers.
» 2 Double-click Add Printer.

» 3 Follow the instructions on your screen.

When you’re asked, choose Network Printer, and enter the name of the
server and shared printer, in the form \\server\printer (or choose to
browse, if you prefer). You’ll need to know the make and model of the
printer.




Chapter 2 — Beyond the Basics 31

Controlling access

In this section, you’ll learn how to use the Profile Editor to customize exactly
who can access a shared folder, shared printer or user share. We’ll show you
how to allow Guest access, and how to deny access.

Understanding access rights

SEe ALso

“Username
mappings” and
“Passwords and
authentication”,
later in this
chapter.

See ALso

“How to tell if an
action will
succeed”, in
Chapter 4, “Issues
for
Administrators”.

Each share has an associated list of access rights. A particular access right
describes:

e A UNIX username and group (after taking username mappings into
account), for whom this access right applies.

e Whether this right applies if the user is authenticated—supplies a valid
password for accessing the VisionFS server, according to the current
authentication method.

»  Whether this right applies if the user is a guest—doesn’t have a password
for accessing the server, for the current authentication method.

e The actions this user is allowed to perform in the share.

e The UNIX username and group to use when performing the allowed
actions.

You set up the access rights for a share using the Access tab of the share’s
properties.

The access rights determine whether or not VisionFS tries to perform an
action in a share. If a particular action is allowed, it doesn’t necessarily mean
the action will succeed: the UNIX permissions ultimately determine success or
failure.

For example, if the access rights for a share grant UNIX user kevin full access,
performing actions as userrod, but the UNIX permissions on the directory
only allow read-only access for rod, then kevin won’t be able to write to the
directory.

Customizing access

You can customize access to individual shares, or use the master shares to
customize access for automatically generated shares, new shares you create,
and shares that link the Access settings.
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To customize access to a share

» | In the Profile Editor, double-click the share or the master share you want to
customize access for.

¥ 2 Click the Access tab to see the current access rights.

temp Properties ]

General I I Files I Permizsions I

WisionFS can give different users different levels of
Eb access to this share. List entries show the rights of
each user or group of users.

I~ Link?
B Entries near the top of the list
Larw) Larw) A Readrie take precedence over those
[ary] [ary] G Read-only
below. To move an entry, drag
it up or down.
Hew.. Edit... Remove
—Read-only
Y'ou cah uge thiz option to stop anyone changing files
in thiz share, regardless of the above zettings
I~ Share is Read-only v Link?

EI oK I Cancel | Help |

» 3 To add a new access right, click New.
To edit an existing access right, click it in the list, then click Edit.

To remove an access right, click it in the list, then click Remove.
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» 4 i you're adding or editing an access right, fill in the details in the User
Access Rights dialog.

In the top section, set up the circumstances in which this access right
should apply. Then in the bottom section, set up the actions allowed under
those circumstances, and who the actions are to be performed as.

Click or type the user’s UNIX username and group.
Click (any) to mean any username or group.

Check this to mean the right

Tips ; S
Jeeitcoesbinbls applies if the user has a password
Check both Connected user: .
Authenticated and R 0 oarhn for accessing the server.
Guest if you want LI Broue: [ devi ] rCGwes ————————— Check this to mean the right
the access right to Aciion : : applies if the user doesn’t have a
apply whether or N e Lt password for accessing the server
. I™ Create [~ Create ¥ Read .
not the user has a I Delete I~ Delete I~ white . .
password for the & Wiony T = Click the type of actions the user
o v List v Open .
server. ‘@At will be allowed to perform. You
In UNIX Name, Performed a3 LN user: can customize these with the
click (admin- Mame: [icomnecteduser) 7| B |fendisserguoup) =] Directories and Files boxes.
user) to mean any
VisionFS EI oK. I Cancel | Help |

Administrator.

Click or type the UNIX username and group all actions will be
performed as. Click (connected-user) and (enduser-group) to
mean the user accessing the share.

The picture above shows the User Access Rights dialog for shared folders and
user shares. For shared printers, the dialog looks like this:

Usger Access Rights E
Connected user.
U s W Autherticated
UNIR Group: [devt j I~ Guest
Action:
& More " Print

Performed as LUNI< user:

Hame: |[:nnnected-user] j| Group: ‘[endusel-glnup] ﬂ|

EI Ok I Cancel | Help |
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Ordering the access rights

Common

The order of access rights in the list on the Access tab is important. When
someone tries to use a share, the VisionFS server checks the details against the
list. The first entry that matches determines the actions that user is allowed to
perform. If no entry matches, the user is not allowed to access the server.

When you add or edit access rights, make sure the entry appears in the correct
place in the list: entries for specific users should appear before entries for any
user.

If an access right for any user appears before one for a specific user, the
specific one will be ignored.

To move an access right

» Drag the entry up or down in the list.

types of access

The following sections give examples of common types of access you’re likely
to want to use.

Granting full access for authenticated users

User Access Rights ]
Connected user: A"OW a” users...
LINE Hame: | 1ap) - .
= padenicaes — L who have a password...
Action:
 Nore i~ Directories ~Eles———
& F I Create v Ciegie ¥ Elead
€ e B Dot Fooe [ e ...full access...
~ ;’, ) I_\J |+ Rename ¥ Rename
SIS Y v List [ Open
i Custom

Performed as UM user:

MName: |[connectad-user] j| Group: ‘[andusel-gloup] j|

EI oK I Cancel | Help |

...as themselves.

Remember to put this access right below any access rights for particular
named users.
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Granting full access for one user

User Access Rights =]

Connected user:

UNIX Home:

W Authenticated

Allow this user...

UNE< Group:  1any) j ™ Guest
Action:
 Nare i Directories Fles——
= Road-wile [ Cieate I Cieate I Bead
 Read onl ¥ Delete v Delete v irite
~ CJ'“E " ¥ Rename ¥ Rename
= v List [ Open
i Custam

...full access...

Performed as LN user:

Name: |[comnactad-user] j| Groug: ‘[endusel-gloup]

=l

...as that user.

Cancel |

Help

Remember to put this access right above any access rights for multiple users.

Allowing guest access

Allow all users...

...who don’t have a

password...

...read-only access...

...as user “vfsguest”.

User Access Rights =]
Connected uzer: I
UNIX Rame: | (any) Fl - sutentioated
UNE< Group:  1any) j v Guest
Achion;
i Nore i~ Directari —Eil
e H;ad-wrile I Create [ Create v Read
& EH;ad e [ Delete [ Delste [ wiite
~ :Jnte nnly ™ Rename [~ Rename
= b List v 0
i Custam gl o=
Performed as LN user:
Name: |vlsguesl j| Group: ‘ suppart j|
k"l ak, I Cancel | Help |

Actions on the UNIX host must always be performed by a valid UNIX user.

...who has a password...

35

For guest users—users without a password for accessing the VisionFS server—
you must name a UNIX user to use for these actions.

You may want to set up a special UNIX account, called for example

“vfsguest”, to use for guest users.

Remember to put this access right below any access rights for particular

named users.
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Denying access by one user

et vsar Allow this user...

LI bame: W Authenticated . .
UNIX Broup 7 Guest |—— ...who might or might not

bt have a password...

[ Directaries |_Files

 Fead-wite " Create [ Cieste [~ Read ...NO access.
" I Delete [~ Delete I wiite

:: \IBV?:: ::Ily I™ Renarme [~ Rename

~ aslum Y I List [~ Open

Performed as UM user:

MName: |vfsguasl j| Group: ‘sunpart j|

EI oK I Cancel | Help |

In this case, you don’t need to decide who to perform actions as, as no actions
are allowed.

Remember to put this access right above any access rights for multiple users.
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Other share settings

You can configure many other settings for shared folders, user shares and
shared printers. For full information, look in Help. For example, you can:

¢ Disable shares without deleting them, to take them out of action
temporarily.
e Hide shares, so that users must know and type their names to access them.

» Show or hide UNIX symbolic links, to allow or restrict access to
directories outside a share.

e Specify the UNIX file permissions for new files and directories.

* Make shares read-only, whatever the access rights for the share.

e Use Windows-style file locking to manage concurrent file access.
» Automatically convert between Windows and UNIX line endings.

e Make some files appear to have MS-DOS file attributes like “hidden” or
“archive”.

See ALso

You can get Help on an item by clicking the question mark button, then

clicking the item.
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Username mappings

Users can have different usernames for Windows and the UNIX host. For
example, your Windows username might be your full name, including spaces,
while your UNIX username might be your initials. Alternatively, some or all
users might have the same usernames on Windows and UNIX.

Username mappings let you use whichever username you want for Windows,
while still allowing access to the UNIX host using your UNIX username.

To add a username mapping

* | In the Profile Editor, open Server properties and then click the Users tab.

WINS Import Metwark Advanced
Identification Users Pazswards Logaing

“You can set up mappings between ‘Windows and UNIX
usernames, ahd give some users YisionFS Administrator

Means this user has VisionFS

Administrator privileges on this
server.

privileges.
i~ Mapping
UMIX Mame
[zame] i
[same] 3
[same] a
[same] N
[same] P
[same) A
[same] L
[zame] L
andrewhe [same] L
Hew... Edit... Bemave
W Other users have the same Windows and UNI names

¥ o]

Cancel | Help |

Means a VisionFS password is
stored for this user on this
server.

¥ 2 Click New. The Username Mapping dialog appears.

Username Mapping

[~ WigionFS Administrator privileges

Change Password... |
(4 0K |

UNI username:

Cancel Help

» 4 Click OK.

< 3 Type the Windows and UNIX
usernames for this user.
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See ALso

“Controlling
access”, earlier in
this chapter.

“Adding and
removing VisionFS
Administrators”
and “Passwords
and
authentication”,
later in this
chapter.

»5 Repeat steps 2 to 4 for each username mapping you want to add. When
you’ve finished adding mappings, click OK, then click Update Server on the
Profile menu. You'll need to restart the server for the new mappings to take
effect.

To allow users with identical Windows and UNIX usernames to access the
VisionFS server if they don’t have username mappings, make sure Other Users
Have the Same Windows and UNIX Names is checked.

Users without username mappings or identical Windows and UNIX usernames
(if the box is checked) are treated as users without passwords for accessing the
VisionFS server: they will only be granted Guest access.

Mixed-case usernames

UNIX usernames are case-sensitive: they can include both upper-case and
lower-case characters. However, Windows sends usernames to the VisionFS
server in a case-insensitive way. VisionFS converts these to lower-case before
trying to match a UNIX username.

This means if you have users with upper-case or mixed-case UNIX usernames,
you must create mappings between the lower-case Windows usernames and
the UNIX usernames.
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Adding and removing VisionF$S
Administrators

The Profile Editor lets you grant complete access to any files and directories
on the UNIX host. For this reason, only a restricted set of users—those with
VisionFS Administrator privileges—are allowed to run the Profile Editor.
VisionFS Administrators are as powerful as the UNIX superuser.

Remember that you need to log in to Windows with a VisionFS

“Username Adm%n%strator’s username to run the Profile Editor, and jal'l VisionFS .
mappings”, carlier Administrators must have Va'hd UNIX accounts. Every V1§1onFS Administrator
in this chapter. must have a username mapping, but the usernames on Windows and UNIX
can be the same.

See ALso

To add or remove aVisionFS Administrator

S < In the Username Mapping dialog
[~ WisionFS Administrator privileges for that user, check or clear the

Change Password... | VisionFS Administrator Privileges
_ box.
EI 0K I Cancel | Help |

You'll need to restart the server for the change to take effect.

SEE ALso A VisionFS server must have at least one VisionFS Administrator. If the server
“License is in “Read-only” license mode, only one VisionFS Administrator is allowed;
management”, in otherwise, there are no restrictions.

Chapter 4, “Issues . . . .. .. .
for P The Profile Editor will not let you remove the last VisionFS Administrator; in

Administrators”. this case, the VisionFS Administrator Privileges box will gray out.
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Passwords and authentication

Earlier in this chapter, we explained access rights: how to control which users
can access a share. In particular, you can give different rights to users with
passwords and userswithout passwords. Those without passwords are Guest
users; those who supply valid passwords are Authenticated.

VisionFS has three authentication methods, allowing for encrypted and
“Security and unencrypted transmission of passwords (and psing separate passwgr.d
authentication”, in  databases), or the use of another server—which may be another VisionFS
Chapter 4, “Issues  server, a Windows 2000 server, or a Windows NT server—to authenticate

for users.
Administrators”.

See ALso

The authentication methods are independent: a VisionFS server can use either
its own VisionFS password database, the UNIX host’s password database, or
use another server for authentication—but not any combination of these.

VisionFS (encrypted) passwords

To allow password encryption on the network, VisionFS can maintain a
separate password database that uses the Windows encryption method. In
VisionFS password mode, only users with entries in the VisionFS password
database can be authenticated: all others have guest access only.

e VisionFS Administrators for a server can set, change and clear VisionFS
passwords for any user, using the Profile Editor.

* In VisionFS password mode, users can modify their own VisionFS
password using a separate Windows program (password.exe, in the same
folder as the Profile Editor), or using a UNIX command-line utility on the
host.

e The UNIX superuser can change anyone’s password using the command-
line utility.

To make moving from unencrypted to encrypted passwords easier, VisionFS
can accept UNIX passwords (unencrypted on the network), and automatically
store them in the VisionFS password database using Windows-style encryption.
This lets you populate the VisionFS password database with UNIX passwords
until you’re ready to switch to VisionFS passwords only.

UNIX (unencrypted) passwords

With this authentication method, users type their UNIX password for the
UNIX host running VisionFS, as if they are accessing the UNIX host from the
console or another UNIX host. UNIX passwords are transmitted in “plain
text”—unencrypted—on the network. Although both Windows and UNIX
provide facilities for encrypting passwords, the encryption mechanisms used
are incompatible.
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Using another server for authentication

If you specify that users are authenticated on another server, the password
databases and username mappings on this VisionFS server are ignored for
authentication purposes. The password databases used depend on the
authentication server and its configuration:

* Another VisionFS server in UNIX password mode: users are authenticated
by their UNIX passwords on that host, using that VisionFS server’s
username mappings.

e Another VisionFS server in VisionFS password mode: users are
authenticated by their VisionFS passwords for that server.

* A Windows 2000 or Windows NT server: users are authenticated by their
passwords for that server.

To change how VisionFS authenticates users

¥ | In the Profile Editor, open Server properties and then click the Passwords
tab.

Server Properties )

Advanced

Users Passwords Logging

WINS Import Metwork
Identification

pazswords within the YisionFS server

@ These settings let you contral and edit the uze of

T

You can get Hel " Use adomain o another server ————————————————— < 2 ClICk the methOd )’OU want to
. g P Darnain o server name: l:l use for authenticating users.

on an item by

Use Help to find out more
about the settings.

clicking the

uestion mark
q VizsionFS Adminiztratars can add and change the YigionFs
button, then paszword for each user. Changes take effect immediately,

c|ic|<ing the item and cannot be Lndone.

— Add or Change Password... |

1" Use UNIX passwords [not encrypted]
™ | Eache o isitnEs

Swap caze upto times during authentication

— (% Usze only YisionFS passwords [encrypted]

»|

Cancel | Help |

» 3 Click OK, then click Update Server on the Profile menu. You'll need to
restart the server for any changes to take effect.
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See Avso To set or change yourVisionFS password

“The visionfs

command”, in » If you're a VisionFS Administrator, you can use the Profile Editor. In Server
fhapter 4, “Issues properties, click the Passwords tab, then click Add Or Change Passwords.
or

Administrators” » If the server’s using VisionFS passwords, anyone can use the password.exe

program. In the VisionFS server’s visiontools share, open the visionfs
folder, then double-click password.exe.

» From the UNIX command line, anyone can change their VisionFS password
using the visionfs password utility. The UNIX superuser can use this
command to change anyone’s password.
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Printing from the UNIX host

See ALso

“Using a shared
printer”, earlier in
this chapter.

See ALso

“The visionfs
command”, in
Chapter 4, “Issues
for
Administrators”.

A VisionFS shared printer lets Windows users print to a UNIX printer. It’s
also possible for UNIX users to print to any shared printer on the network—
not just VisionFS shared printers—using a simple command-line utility. Using
this utility you can send, list and cancel print jobs on any printer on the
network.

Syntax

visionfs print //server [ --verbose | [ credentials |
visionfs print //server/printer [ --verbose | [ credentials |
visionfs print //server/printer--pause | --resume | --deletejob [ credentials |

visionfs print //server/printer filename [ --title title | [ credentials |

Description

In the first form, specifying just a server, this command gives information
about the shared printers on that server.

The second form, specifying both server and printer, lets you get information
about print jobs on that shared printer.

The third form, specifying a server, printer and print job, lets you manipulate
that print job on the shared printer.

The final form lets you send a print job. The command returns the print job
number. You can use a dash, “-”, instead of a filename to print from standard
input.

The available options are:

Option Description

--deletejob Removes a print job from the print queue.

--pausejob Pauses printing of a print job.

--resumejob Resumes printing of a paused print job.

--title title Specifies a title for a print job.

--verbose If you specify just a server, displays information about the

shared printers on that server, and lists the current print
jobs.

If you specify a printer, displays information about that
shared printer and lists its current print jobs.

«w »

Note Each option is prefixed by two dashes, “--”, not one.
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By default, actions are performed as yourself and you’re prompted for a
password before the print job is sent. The credentials let you specify that
actions should be performed as another user, and let you specify a password to
prevent prompting. You can use one or both of these credentials:

Option Description

--userusername  Performs actions as the specified user

--passwordpass  Uses this password for authentication, without prompting

Installing a UNIX printer for Windows printing

Using other options to thevisionfs printcommand, the UNIX superuser can
set up UNIX printers that print to particular Windows printers. This allows
users to print to Windows printers using standardlp commands from UNIX.

Syntax
visionfs print --install unix_printer server share [ winuser winpasswd |
visionfs print --remove unix_printer

visionfs print --list

Description

The first form of the command installs a UNIX printer that prints to a
Windows server. The second form removes one of these printers, and the third
form displays complete details for all the printers you have installed.

Argument Description

unix_printer The name of a UNIX printer to add or remove.

server The name of a Windows server sharing a printer on the
network.

share The name of a shared printer on server to print to.

winuser When printing to Windows 2000 or Windows NT servers,

the name of a user on the Windows server with printing
privileges. If omitted, defaults to “vfsprint”.

winpasswd When printing to Windows 2000 or Windows NT, the
password forwinuser on the Windows server. When
printing to other versions of Windows, the password (if
any) for the shared printer. If omitted, defaults to
“vsprint”.
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The visionfs print --install command adds a UNIX printer namedunix_printer
that prints to \\server\share on the network. The printer will convert UNIX-
style line endings to DOS-style line-endings, unless the user specifies-o raw on
the Ip command line.

When printing to Windows 2000 and Windows NT, winuser and winpasswd
together give the credentials for a Windows user with printing privileges. Users
may override these credentials: for example,lp -0 user=rod -0 passwd=hull
prints as user “rod”, who has the password “hull”.

When printing to Windows 95 and Windows 98:

e If the shared printer is not password-protected, then you may omitwinuser
and winpasswd when installing the printer.

e For password-protected printers,winpasswd specifies the password, and we
suggest you setwinuser to “vfsprint”. Users may specify their username
with Ip -o user=username if they wish.

In all cases, the Windows print queue window shows the name of the
Windows user who’s printing.

Important The winuser and winpasswd are stored in plain text—not
encrypted—in the filevision_dir/etc/visprinters. This file must be world-
readable to allow printing to work. For security reasons we strongly
recommend that you create a special user account, for example “vfsprint”, on
Windows 2000 or Windows NT systems you print to in this way, and ensure
this user has printing privileges only.

When you first install a printer using visionfs print --install, a printer interface
model file visionfs is added in your UNIX system’s usual location. The same
file is used no matter how many printers you install.

Example

A Windows 2000 server meringue shares a printer named color. If the UNIX
superuser types this:

visionfs print --install salesprinter meringue color

Then any UNIX user may print the file report.ps to \\meringue\color using this
command:

Ip -d salesprinter report.ps

The Windows 2000 server meringue must have a user account “vfsprint”, with
password “vfsprint”, and that account must have printing privileges, for
printing to succeed. Alternatively, the user may supply different credentials,
forexample:

Ip -d salesprinter -o user=rod -o passwd=hull report.ps
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Look in this chapter when you're ready to
examine the world of possibilities offered by
VisionFsS.

You’ll discover just a few of the ways in which you
can take advantage of the flexibility of the Profile
Editor and server, such as WINS, Internet
workgroups, and overriding automatic shares.
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WINS

In this section we’ll describe WINS, which brings the benefits of intranet-wide
and Internet-wide naming to your network. We’ll also show you some
alternatives to WINS, which might be more appropriate for your
circumstances.

Overview

When a computer wants to access a remote server or application, the
computer must have a way to identify and contact the service. Service
identification is commonly referred to asnaming.

Windows uses NetBIOS names to identify applications and servers on a
network. The names you see in workgroups, such as PC and VisionFS server
names, are NetBIOS names. These names have a number of limitations:

e They aren’t hierarchical—unlike DNS names, which are. Although
workgroups let you organize computers in groups, the workgroup name
isn’t part of the computer’s name—you don’t need to know which
workgroup a computer is in to access it.

e NetBIOS names use broadcasts, which limits them to a single subnet.
For intranets—which typically span several subnets—and the world-wide
Internet, a more sophisticated solution is needed for naming. As one way to

solve this problem, Microsoft developed WINS: Windows Internet Naming
Services.

About WINS

WINS is a set of services for storing and retrieving information about the
NetBIOS names and IP addresses of computers on a network.

e A WINS server is a computer that provides these services.

o A WINS client is a computer that uses the services of a WINS server.
WINS clients register their NetBIOS names and IP addresses with one or more

WINS servers. A WINS server looks after this information and keeps it up-to-
date. When a WINS client wants to locate a resource on the network, it sends

See ALso the resource’s NetBIOS name to the WINS server. The WINS server returns
“Installing the IP address of the resource to the WINS client.

Mi ft TCP/IP”, .. . .
in'gﬁ:&; 4, A VisionFS server can be both a WINS client and a WINS server. Windows
“Issues for PCs can also be WINS clients, if they use a suitable TCP/IP stack, such as
Administrators”. Microsoft TCP/IP. Windows 2000 and Windows NT servers can also be

WINS servers.
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Using WINS to register VisionFS server names

If you don’t use WINS, VisionFS servers advertise their names using periodic
network broadcasts. Similarly, computers use network broadcasts to locate the
VisionFS server.

You can reduce network traffic, and make access to the server more reliable,
by setting up VisionFS as a WINS client. When VisionFS registers its names, it
sends them to one or more WINS servers; when other computers want to
locate the VisionFS server, they can ask one of these WINS servers for its IP
address.

VisionFS can register its names with as many WINS servers as you like. The
more WINS servers you specify, the more robust your network’s WINS
operations will be.

To register theVisionFS server’s names with aWINS
server

- Open Server properties, and click the WINS tab.

Server Properties B
|dentification Users Passwords Logging
WIS Import Metwork Advanced
m ‘f'ou cah configure the VisionFS server to register its
':E names with 'WIKS servers, and alzo to be a WINS
' server itself.
¥ Register names with these WINS servers \ 2 Make sure Reg|5ter NameS
Hew With These WINS Servers is
: checked.
Edit
Remove | \ 3 Click New. In the red box,
[ lsaireaisten names. with mysel t)’Pe the DNS name or IP
address of a WINS server you
e sel05 s want VisionFS to register its
Wiew contents of current \WINS database, and edit static :
WINS entries names Wlth'
View Database...

EI ok I Cancel | Help |
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Using VisionFS as a WINS server

See ALso

“Internet
workgroups”,
later in this
chapter.

You can set up VisionFS as a WINS server, to enjoy the benefits of WINS on
your network even if you don’t have any Windows 2000 or Windows NT
servers.

However, if you want to use WINS on your network, you should use WINS
servers of the same type: either all VisionFS servers, or a mixture of Windows
2000 and Windows NT servers. WINS servers of the same type can share, or
replicate, their name information for increased redundancy and reliability. If
you mix VisionFS and Windows WINS servers, they will not replicate names.

We recommend you use VisionFS servers for WINS, to give the extra benefits
of Internet workgroups.

Note If your VisionFS server is a WINS server, you should make sure
VisionFS registers its server names with itself.

To useVisionFS as aWINS server

- Open Server properties, and click the WINS tab.

Identification Users Passwords Logging
wiNS Import Mebwark. Advanced

) ‘t'ou can configure the VisionFS server to register its
T names with WINS servers, and also to be aWINS
server itzelf.

—I Register names with these WINS servers

TdEn

Edi |

Eemaowe |

¥ (5 reaisten names with mysel

< 2 Make sure Enable WINS Server

‘iew contents of cunent 'WINS database. and edit static is checked.

WINS entries
View Database.. |

EI ar I Cancel | Help |
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See ALso

“WINS database”
and “Static entry,
adding”, in the
Help index.

WINS database

When a WINS client registers its names or requests name information from a
WINS server, the server stores or retrieves the appropriate information from
the WINS database and sends it to the client.

You can add static entries to the WINS database to store information about
computers that do not register their details with the WINS server, for example
computers that can’t be WINS clients. When Enable WINS Server is checked,
you can click View Database to see the WINS database.

Each entry in the WINS database stores:

A name, which includes a special code indicating the type of service the
owner of the name provides.

A type, which can be “unique” or “group”, for the name.

A node, indicating how the owner of that name locates computers on the
network.

An IP address for the owner of the name.

An expiry time, indicating when the owner must re-register the name.
Static entries you add to the WINS database don’t expire, but you can
remove them.
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Alternatives to WINS

See ALso

“CIFS Bridge”, in
Chapter |, “The
Basics”.

If you don’t want to use WINS, there are a number of solutions for network-
wide naming, which are appropriate in different circumstances.

Use DNS for NetBIOS name resolution

The first alternative is to tell Windows to use DNS for NetBIOS name
resolution. This option lets you supply a list of suffixes which Windows
appends to a NetBIOS name to try to form a DNS name.

For instance, if you’re looking for a computer calledjelly, and you’ve supplied
the suffixes sales.indigo-insurance.com, research.indigo-insurance.com and
marketing.indigo-insurance.com, Windows will try to locate computers with
the DNS names jelly.sales.indigo-insurance.com, jelly.research.indigo-
insurance.com, and jelly.marketing.indigo-insurance.com.

To tell Windows to use DNS for NetBIOS name resolution, and supply a list
of DNS name suffixes, follow the instructions for your version of Windows:

On... Do this...

Windows 95 or 98 Display your TCP/IP protocol settings. On the
DNS tab, add your DNS name suffixes. You can
check that NetBIOS name resolution uses DNS
by running the winipcfg program.

Windows NT 4 Display your TCP/IP protocol settings. On the
WINS Address tab, make sure Enable DNS for
Windows Resolution is checked. On the DNS
tab, add your DNS name suffixes.

Windows 2000 Display your Internet Protocol (T CP/IP) settings,
and click Advanced. On the DNS tab, choose
the appropriate option.

This solution is best if you’re using DNS and have unique computer names in
the domains in which you are searching.

Use multiple server names

The second alternative to WINS is to use multiple names for each server, and
set up some of those names as CIFS Bridges: names which point to another
computer anywhere on the intranet or Internet, but which appear in
workgroups on your local network.

For example, if you have three VisionFS servers on three separate subnets—in
London, New York and Berlin, called london, newyork and berlin—each
server would have three names.
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The server in London would need a local name for itself, and use two CIFS
Bridges for the namesnewyork and berlin, pointing to the servers in New
York and Berlin respectively. Similarly, the servers in New York and Berlin
would each have CIFS Bridges for the other two servers.

This solution is best for sites where there are few remote servers but many
clients, since all administration is done on the servers.

Use the LMHOSTS file

The final WINS alternative is to edit the LMHOSTS file, which contains
instructions about how to map NetBIOS names to remote IP addresses. If the
LMHOSTS file doesn’t exist, copy LMHOSTS.SAM toLMHOSTS.

In Windows 95 and Windows 98, you’ll find both files in the Windows
directory. In Windows 2000 and Windows NT, you’ll find them in the
\system32\drivers\etcsubdirectory of the Windows directory.

Once you’ve edited the LMHOSTS file, you need to instruct Windows to use
the file. How you do this depends on your version of Windows:

On... Do this...

Windows 95 or 98 Nothing. LMHOSTS lookup happens
automatically.

Windows 2000 or NT Display your TCP/IP protocol settings and make

sure Enable LMHOSTS Lookup is checked.
Click Import LMHOSTS to locate the
LMHOSTS file.

This solution is best for sites with few PC clients needing access to few remote
servers, because you need to configure all clients.
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Internet workgroups

SEE ALso

“VisionFS and
firewalls” and
“Filtering
unwanted
connections”, in
Chapter 4, “Issues
for
Administrators”.

T

Use more than
one VisionFS
server on each
subnet for
increased
reliability.

Windows workgroups aren’t normally visible between subnets. Although you
can see all the computers on your subnet, you can’t see any computers on any
other subnets.

Internet workgroups let you see and access computers on different subnets, or
even on different networks, as if they were local.

To do this, you need at least one VisionFS server on each subnet. On each
server, you simply enable Internet workgroups and specify the names of the
servers on the other subnets. You can also import WINS information from the
other servers, if you want.

Note Information is “pulled” regularly from the other servers. You must
configure a VisionFS server on every subnet if you want to exchange
information across all subnets.

Internet workgroups don’t compromise security: your network’s firewall
should prevent your workgroups appearing where you don’t want them to. In
addition, computers which are denied access to the VisionFS server by a filter
will be unable to make use of Internet workgroups.

We recommend you use VisionFS servers on each subnet as WINS servers, and
import WINS information as well as Internet workgroups. You should also
make sure all PCs on each subnet are using the appropriate VisionFS server for
WINS. This will increase reliability and robustness.

To set up Internet workgroups

» On each subnet, set up a VisionFS server to import workgroups from
VisionFS servers on all other subnets you're interested in.
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To import workgroups from aVisionFS server on
another subnet

¥ | In the Profile Editor, open Server properties and then click the Import tab.

|dentification Users Passwords Logging
WINS Import Metwark Advanced

h‘: YisionFS can impart information from other YisionFS
=] IEIVETS.

Tip — Impart
Check WINS ﬁ‘\:lzge;‘f'::::;:ps «2 Make sure Internet
Information to Workgroups is checked.

From these YizsionFS servers:

replicate WINS
information from 4 3 Click New. In the red box,

the servers. B type the DNS name or IP
Eemave address of the VisionFS server
on the other subnet.

sales.indigo-insurance.com Mew

i

T R?l R F— Help
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Network logon services

See ALso

“Network logon
services
overview”, in the
Help index.

See ALso

“Passwords and
authentication”, in
Chapter 2,
“Beyond the
basics”.

Network logon services let you configure what happens when Windows users
log onto the network. When you enable network logon services, users’
Windows profiles (personal Windows settings, such as desktop icons and
program groups) are stored centrally, on the VisionFS server. A VisionFS
server can use one of its server names to provide network logon services to all
the Windows PCs in a particular workgroup.

Once you’ve configured the VisionFS server and users’ PCs correctly, then
whenever a user logs onto the network from a Windows PC, Windows
retrieves their profile and user environment information from the VisionFS
server. Retrieving profiles from a central location like this is called roaming
profiles. Roaming profiles let users log onto different Windows PCs, yet
always see the same, consistent Windows environment—the same icons on
their desktops, the same applications started, and the same drive letters
mapped.

To enable network logon services

» | In the Profile Editor, open Server properties, then click the Identification
tab.

¥ 2 Click New to add a new server name (or edit an existing server name).

Server Name Settings

Server name: |l j
HOKQIOUp: | rtsery = 3n Workgroup, type the name
Description: [fservername] (hastname] (version) | of the workgroup the VisionFS
. server will provide network
—CIFS Bridge

™ This name peints to. | | logon services for.

— Metwaork logan

< 4 Make sure Provide Network
Logon Services is checked.

LConfigure... |

Cancel | Help |

[+ Pravide network lagon services

A2

Enabling network logon services means the VisionFS server can provide logon
services to users—just like a Windows 2000 or Windows NT server.

Note Users must be authenticated by encrypted passwords (either on this
server or another server) to use network logon services.
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Before a user can make use of roaming profiles and network logon services,
you’ll need to configure their Windows PCs. You should do so in exactly the
same way as if a Windows 2000 or Windows NT server were providing
network logon services. Refer to your Windows documentation for more
information. You’ll need to do at least the following:

 Place the Windows PCs in the workgroup that the VisionFS server is
providing network logon services for (the workgroupnetserv, in the picture
above).

e Configure the Windows PCs to log onto a Windows domain. For the
domain to log onto, use the same workgroup name as above (netserv).

Note The VisionFS server doesn’t create a real Windows domain for users to
log onto—it just emulates one.

Once you’ve enabled network logon services, users can log onto the network
using the VisionFS server’s domain name to use network logon services:

Enter Network Password [ 7] <]
E[ Enter your network password for Microsoft Networking,
‘G
e Cancel

User name; |ned

Password: Imyww

Domain [netserv

When a user logs onto the network in this way:

1 The VisionFS server runs a UNIX script on the UNIX host.

The default UNIX script, netlogon.sh, ensures that the user’s User Profile
Path (see below) exists, creating it if necessary.

2 Windows retrieves the user’s Windows profile from the VisionFS server.

When a user logs onto the network for the first time, Windows copies their
Windows profile onto the VisionFS server.

3 Windows runs an MS-DOS batch script.

You can use this batch script to map drive letters to commonly used shares,
start applications or set environment variables, for example.

4 Windows configures the user’s home directory.

A user’s home directory setting is used as their starting directory when they
start an MS-DOS Command Prompt from Windows.
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See ALso

“Network Logon
Services dialog”, in
the Help index.

See ALso

“Placeholders” in
the Help index.

“Using
placeholders”,
later in this
chapter.

To configure network logon services

¥ On the Server Name Settings dialog, click Configure. You'll see the Network

Logon Services dialog.

Type a UNC pathname which specifies the location of
users’ Windows profiles on the UNIX host. You probably
won’t need to change this setting.

Metwork Logon Services

Metwork logon settings for: natsery
— Uszer profile
User profile path: |\\[host-name]\netlogon'\[netl|

Logon seript name: [[netloganuser-name).bat  —

—Haome directary

i Local path: | |
" tap |z j to |\ host-name]s[netlog
— UMIx= shell zcript

‘When uzerz log on to Windows, rwn this script as
root on the UM< host:

|[netlogon-dil]ﬁnetlogon.sh R

x|

Cancel | Help

Type the path and filename of
the MS-DOS batch file that
Windows runs.

Specify either a local path, or a
drive letter to map to a
network resource for users’
home directories.

Type the path and filename of
the UNIX script that VisionFS
runs when users log onto the
network.

The following placeholders are available to help you configure network logon

services:

* (netlogon-dir) is replaced with thenetlogon subdirectory of the SCO
Vision2K shared directory (/ust/local/vision, by default).

e (netlogonuser-name) is replaced with the username a user types when they

log onto the network.

¢ (host-name) is replaced with the VisionFS server’s UNIX hostname.
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SCO VisionFS SMB Client

SCO VisionFS SMB Client lets users access Windows files and folders from
UNIX, using standard UNIX commands. Users can access shared folders on
Windows 95, Windows 98, Windows 2000 and Windows NT PCs, as well as
shared folders on VisionFS servers. Users can’t access Windows for
Workgroups PCs with SCO VisionFS SMB Client.

SCO VisionFS SMB Client users can only access the shared folders that they
would be able to access from another Windows PC.

Note Before you can set up the SCO VisionFS SMB Client, you’ll need an
NFS server and client installed on the UNIX host, and at least one NFS
exported directory.

To set up SCOVisionFS SMB Client

» | Login as root on the UNIX host.

»2 Type the following, replacing vision_dir with the name of the Vision2K
shared directory, by default /usr/locallvision:

vision_dir/bin/visionfs clientadmin --setup

» 3 Follow the instructions on your screen.

Passwords and SCO VisionFS SMB Client

See ALso

“SCO VisionFS
SMB Client, and
passwords”, in the
Help index.

Just like connecting to shared folders from a PC, SCO VisionFS SMB Client
users must be authenticated before they can access shared folders from UNIX.
SCO VisionFS SMB Client must have a valid username and password for each
resource a user wants to access.

Users can tell SCO VisionFS SMB Client their Windows usernames and
passwords for different computers and shares by running the SCO VisionFS
SMB Client Password wizard. SCO VisionFS SMB Client encrypts all the
passwords it’s told about, before storing them on the UNIX host.

Note Each user who wants to use SCO VisionFS SMB Client should run this
command. Alternatively, Administrators can use the visionfs client command’s
--password option to configure users’ usernames and passwords for them.
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To configure your usernames and passwords
» Log into the UNIX host.

»2 Type the following, replacing vision_dir with the name of the Vision2K
shared directory, by default /usr/locallvision:

vision_dir/bin/visionfs client --wizard

» 3 Follow the instructions on your screen.

The passwords users configure here are only used by SCO VisionFS SMB
Client. This command doesn’t change VisionFS, UNIX or Windows—it just
tells SCO VisionFS SMB Client about users’ Windows usernames and
passwords.

Users and Administrators can configure the following types of username and
password:

* A username and password for a particular share. These details are only
used when the user accesses that particular share.

e A username and password for a particular computer. These details are used
whenever the user accesses a share on the specified computer except when
a username and password for that particular share has been specified.

* A default username and password. These details are used when a user
accesses a share on a computer that no other username and password
applies to.

For example, if a user tries to access a shared folder reports on a computer
rome, SCO VisionFS SMB Client looks for authentication information in the
following order:

e Ausername and password for the shared folder reports on the computer
rome.

e Ausername and password for the computer rome.
e A default username and password.

SCO VisionFS SMB Client will always use the most specific username and
password available when authenticating users.

If an Administrator has used the visionfs client command to configure
usernames and passwords for a user, the username and password specified by
the Administrator takes precedence over user-supplied informationunless the
user has supplied more specific information.

For example, the user Fred wants to access the reports share on the computer
rome. Fred runs the SCO VisionFS SMB Client Password wizard and specifies
his username and password for thereports share on rome.
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¢ Ifan Administrator configures Fred’s username and password for the
reports share on rome, these Administrator-specified details would be used
when Fred accesses the share. This is because the details specified by Fred
and the Administrator are equally specific, and Administrator-specified
information takes precedence.

e Ifan Administrator configures Fred’s username and password just for the
computerrome (not for any particular share), the details specified by Fred
would be used. This is because the information specified by Fred is more
specific—it applies to a particular share, rather than just a computer.

Using SCO VisionFS SMB Client

When you set up SCO VisionFS SMB Client, Setup creates an empty directory
at the mount point you specified (/smb, by default). This directory is the
starting point for all users accessing Windows files and folders from UNIX.

Once a user’s usernames and passwords have been configured, SCO VisionFS

SMB Client creates a subdirectory of the mount directory with the same name
as their UNIX username. Users access shared folders by using standard UNIX

commands in their own subdirectory of the mount point.

For example, the UNIX user fred can list the shared folders available on a PC
moscow by typing the following command:

Is /smb/fred/moscow

The same user could use the vi text editing program to edit a file called
99report.txtin a shared folder reports using the following UNIX command:

vi/smb/fred/moscow/reports/99report.txt

When a user accesses remote filesystems in this way, SCO VisionFS SMB
Client creates the appropriate directory (moscow, in the above example) in
their user directory, and creates a connection to the remote computer.

The connection itself is only held for a relatively short time—it’s disconnected
after a few minutes. However, the user will continue to see the directory in

their user directory.
SEE ALso The visionfs client command lets you see which connections are in use and
wvisionfs which have been disconnected. It also lets you disconnect connections and

command. client flush disconnected directory entries so that users no longer see them.
option”, in the

Help index Note If a user can’t access a share (perhaps because they haven’t specified a

valid username or password), they won’t see an error message. The UNIX
command appears to complete successfully, but doesn’t display the expected
output. If this happens, an appropriate error message will be added to the log
filesvsdata/clerr.log (in the Vision2K shared directory) and.vfserrors (in the
user’s home directory).
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Using links effectively

Links and master shares let you change settings in lots of shares at once. In
fact, you’ll probably want to leave most of your settings linked to the
appropriate master share, and only change the settings that make the share
different from the master.

If master shares reflect the most common settings for your site, making across-
the-board changes is as simple as editing just the master shares.

For example, consider a VisionFS server dedicated to a particular team. In this
case, a VisionFS Administrator should set up access rights for the team in the
master shared folder, as shown in the picture below.

Master Shared Folder Properties [ ]

General I Access I Files I Permizsions ]

These master shared folder settings specify the
* different levels of access given to particular users or
groups of users.

MHame Group A Aclions
christop dac A Read-write
davidsm - doe A Feadwie The master shared folder’s
sharonho doc A Read-write .
[ary) [ary] A6 Mone access I"IghtS.
Hew.. Edit... Femove
—Read-only

*'ou can uge this option to stop anyone changing files,
regardless of the access rights for the share.

™ Share is Bead-oriy

EI ak. I Cancel | Help |

In this way, when someone joins or leaves the team, a VisionFS Administrator
just adds or removes an access right in the master shared folder, and all linked
shares are automatically updated.

Also, when a VisionFS Administrator adds a new share, it automatically has
the correct access rights for the team.

As a general rule, treat the shares you create as a collection of differences from
the master shares, and use links as a form of “inheritance”.
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Overriding automatic user shares

See ALso

“PC and UNIX file
differences”, in
Chapter 4, “Issues
for
Administrators”.

See ALso

“Placeholders” in
the Help index.

“Using
placeholders”,
later in this
chapter.

Automatic user shares use the settings from the master user share, unless
you’ve created a specific user share.

In other words, creating user shares for specific users lets you override the
settings for those users. You only need to override the settings you want to—all
the others retain their links to the master share.

So if you want to change just one setting for a particular user, it’s as simple as
creating a user share for that user, and changing that one setting.

The following sections show a few of the overrides you might want to use.

Show symbolic links for an advanced user

Symbolic links could lead anywhere on the UNIX host. You can easily hide
symbolic links in users’ home directories, by clearing the Let Users Follow
Symbolic Links box in the master user share. In this way, you can be sure that
all automatically generated user shares will only grant access to subdirectories
of home directories.

However, you can trust your advanced users—yourself included! You don’t
mind if those users can see symbolic links.

To give this custom behavior to your advanced users, all you need to do is
create a user share for each one, and check the Let Users Follow Symbolic
Links box.

Give a user access to another directory

If a particular user wants their user share to access a directory other than their
home directory on the UNIX host, create a user share for that user and change
the UNIX Directory setting.

By default, UNIX Directory is set to User’s Home Directory. Next to Custom
you’ll see this setting shown another way, as ~(user-name). This uses the
UNIX “~” notation for indicating home directories, together with the Profile
Editor’s placeholder (user-name) meaning the user the share’s for.

To change the directory, click Custom, then type the directory. You can keep
or remove the placeholder if you like.
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Customize access to home directories

The most common ways to customize access involve granting read-only access,
or denying access completely. You can use access rights to do these, but
quicker—and easily reversible—ways exist:

» Deny access by clearing the Active option on the General tab.

 Give read-only access by checking the Read-only option on the Access tab.

See ALso

You can get Help on an item by clicking the question mark button, then
clicking the item.
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Using placeholders

See ALso

“Placeholders” in
the Help index.

Placeholders give an extra level of control over some settings. For example,
you can use (share-name) to stand for the name of the share.

Using placeholders in master shares means that some settings in automatically
generated shares can include share-dependent information, like the name of
the share. In this way automatic user shares give access to the user’s home
directory, using the placeholder (user-name) in the master user share’s UNIX
Directory setting.

Give all users a special Windows home directory

Normally, user shares give access to UNIX home directories. You might want
to keep UNIX home directories safe, and set up a special “Windows home
directory” for each user to keep their Windows files in. Placeholders let you
do this easily.

In the master user share’s properties, click Custom for the UNIX Directory.
Then change the directory shown, preserving the placeholder (user-name) in
some way.

For example, to keep UNIX home directories and “Windows home
directories” independent, change the setting to something like/winhome/(user-
name). Then create directories under/winhome on your UNIX host for each
user, and give them appropriate UNIX permissions and ownership—usually,
exactly the same as the original UNIX home directories.

Alternatively, you could change the setting to~(user-name)/windows and
create a directory called windows (with the right permissions) in every user’s
UNIX home directory.
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Using shared printers for custom
output

By default, VisionFS creates shared printers automatically for the printers on
your UNIX host. When users list the shares on the VisionFS server, they’ll see
a shared printer for every system printer, with the same share name as the
system printer in each case.

If you want, you can add shared printers that use the system printers in
different ways. The details of how you do this will vary depending on your
particular circumstances—for example, your flavor of UNIX system, and
whether the printer is directly or indirectly connected to the UNIX host.

In general, you just need to change the command used to print the job. You
could add a flag to the existing command, or use a different command
entirely—preprocessing the print job using a separate program. Check your
UNIX documentation for the different types of output you can generate.

See ALso

“Placeholders Some special printing placeholders are defined so you can include useful
printers” in the information in the commands, for example the name of the user who
Help index. submitted the job.

Using this technique, you can set up shared printers that:

e Printabanner page before every job.

e Print a header on each page.

e Print multiple pages of output on a single sheet of paper.

¢ Print with landscape instead of portrait orientation.

Remember that you can set up different shared printers with different access

rights. For example, you could reserve some special output only for particular
users, or restrict access to a color printer.
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To customize printing commands

» | In the Profile Editor, double-click the shared printer you want to customize
printing commands for. To customize every automatic shared printer,
double-click (Printers).

General I Access I Commands I Spoaling I 4 2 CI|Ck the Commands tab

These settings specify the UN[X commands the
VigionFS server uges to perform printing tasks.

To add a new print job:

i - Zon v | ¢ Linke 4 3 Make any changes you want.
T I Use Help to find out about the
Vrin/cancel 7% @ special printing placeholders

you can use.

Ta ligt jobs in the gueue:
[#binlpstat -0 Zpnz | e Link?

2| oK

Help |

» 4 Click OK, then click Update Server on the Profile menu.

See ALso

You can also get Help on an item by clicking the question mark button,
then clicking the item.
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Allowing multiple NetBIOS
applications

Technically, VisionFS is a NetBIOS application that runs over TCP/IP—
sometimes called an NBT application. When you look in your Network
Neighborhood or use the Connect Network Drive dialog, the names you see
and use are NetBIOS names.

If you want to use only a single NBT application on the UNIX host—
VisionFS—then it works, straight out of the box. You don’t need to make any
changes at all.

However, you might want to run more than one NBT application on the host.
You can set this up using the Profile Editor.

About NBT applications

Each NBT application:

e Has at least one name, to identify the application.
 Listens for connections on a UNIX TCP port.

An NBT application uses network broadcasts or WINS to announce, or
advertise, its names. The naming doesn’t need to be handled by the same
program that listens for connections; they’re independent. This means you
could have an entirely separate program to advertise the names used by all
NBT applications on the UNIX host. In fact, if you want to use more than one
NBT application on the host, only one of the applications can advertise the
names, as explained below.

With VisionFS, the naming process is part of, but distinct from, the rest of the
server. The Profile Editor lets you name the server, and turn off naming
altogether. It also lets you set up which TCP port the server listens to.

Primary and secondary NBT applications

If you have more than one NBT application on the UNIX host, then one of
them must advertise all the names used for all NBT applications on the host.
This is because only one application is allowed to use the appropriate naming
ports, UDP ports 137 and 138 (different to the TCP port used to listen for
connections).

Similarly, there’s a standard port used for NBT connections, TCP port 139.
Only one application can listen on this port. This application must make sure
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that connections intended for the other applications are rerouted, or
redirected to the port each is listening on. This redirection happens
only once, when the connection is first made.

The NBT application that advertises the names and handles redirections
is called the primary application. All others are called secondary
applications.

Insummary:

* The primary NBT application advertises all names, and handles all
redirections to secondary NBT applications, using the appropriate

UDP and TCP ports.
See ALso * The secondary NBT applications don’t advertise any names, and
“Other file and listen for connections on custom TCP ports, relying on the primary
printer sharing or NBT application to redirect connections intended for them.
i,: Bg—hzgfelfflons " By default VisionFS tries to run as the primary NBT application, as it’s
“Issues for highly likely VisionFS will be the only NBT application on the host. If
Administrators”. another NBT application is already running as the primary, the
VisionFS server won’t start and will generate an error message
explaining the problem.

Working with multiple NBT applications

The first task is to decide which NBT application is to be the primary,
and which will be secondaries. You can configure VisionFS to be either;
check the documentation for your other NBT applications to see if they
prefer to be the primary or a secondary.

Once you’ve decided, make sure your users know the NBT applications
will be out of action for a time—you’ll need to stop VisionFS and the
other NBT applications temporarily.

To find out whether a VisionFS server is running as the primary or a
secondary application, start its Profile Editor and check the TCP Port
number on the Advanced tab of Server properties: if it’s 139, the
server’s the primary application; otherwise, it’s a secondary.

To set up VisionFS as the primary NBT application

> | if VisionFS is already running as a secondary application, use the
Profile Editor to change the TCP port it listens on to the default
port, 139. You change the port in Server properties, on the
Advanced tab. Update the server, but don’t restart it.

» 2 Find out the port numbers used by all secondary applications, and
make sure any existing primary application is set up to run as a
secondary application.
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See ALso
“Identifying the
VisionFS server on
the network”, in
Chapter I, “The
Basics”.

“The visionfs
command”, in
Chapter 4, “Issues
for
Administrators”.

“Adding NetBIOS
redirections”,
later in this
chapter.

Each secondary application must use a unique port number. Check the
documentation for an application to find out how to configure the port
number. Remember that port numbers less than 1024 are reserved for
applications started as root.

»3 Stop the VisionFS server if it is already running, then start it again. You can
do this from the UNIX command line (remember to close the Profile Editor
if it’s running), or in the Profile Editor by clicking Restart Server on the
Profile menu.

The server will now run as the primary application.

» 4 Use the Profile Editor to advertise the names used by each secondary
application. You list all the names on the ldentification tab of Server
properties.

» 5 On the Advanced tab of Server properties, add NetBIOS Redirections for
connections intended for the secondary applications.

»6 Update the VisionFS server, and click Yes when the Profile Editor offers to
restartit.

To set up VisionFS as a secondary NBT application

» | Make sure you stop any existing primary application before starting the
VisionFS server.

The default profile tells the server to start as a primary application. If there’s
another primary application, the server cannot start. You need to be able
to run the server to change some settings using the Profile Editor.

» 2 Use the Profile Editor to stop the VisionFS server from advertising any
names. To do this, open Server properties, click the Advanced tab, and
make sure Disable Naming is checked.

» 3 On the Advanced tab of Server properties, set up the server to listen for
connections on a different TCP port from the default, 139. Remember that
VisionFS must be started as root, so choose a port number less than 1024.

» 4 Update the server, and click Yes when the Profile Editor offers to restart it.

» 5 Now start your primary NBT application. Remember to set up the primary
to redirect connections intended for the secondary applications to the ports
they listen on, and to advertise all the names used for the secondary
applications.
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Adding NetBIOS redirections

NetBIOS redirections allow a VisionFS server to act as a primary NetBIOS
application, redirecting connections intended for other, secondary NBT
applications. You can set up VisionFS to redirect connections based on the
name of the computer connecting to the VisionFS server, or the name it’s
using to connect.

To redirect a connection to another NBT application

» | In the Profile Editor, open Server properties and click the Advanced tab.

Server Properties
Identification Users Passwords Logging
WwiNS Import Metwork Advanced

ﬁ; These settings are for advanced use.

i~ Multiple MetBIOS application:

Fiom Name Port Mew...

mooh

The list of current redirections.

B | Redirections earlier in the list
take precedence. To move a
— Character encoding . . .
UM host: ‘windows for ‘Workgroups PCs: redlrectlon, dl‘ag the I|5t entr)’
[isosssa =] [crizm - up or down.

—Advanced setting:
I Dizable naming [not recommended)

W Paiticipate in master browser elections

MNetBl0S part; Max connections/process:
EI oK | Cancel | Help |

4 2 To add a new redirection, click New.

To edit an existing redirection, click it in the list, then click Edit.
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¥ 3 In the NetBIOS Redirection Settings dialog, first specify which
connections are affected by this redirection. Then, specify where
those connections are redirected to.

The NetBIOS name of the computer making the connection.
Click (any) in the list to mean any computer.

MetBIOS Redirection Settings

, The NetBIOS name used by
For connections: .
the connecting computer to
Fm_m SOMPUIEE: | taramasalata = access the VisionFS server.
Using name: | T =l Click (any) in the list to mean
Bedirect the connection ta: any of the server’s names.
Local TCP port: [1234 ——+F+——— The TCP port number to
: redirect to on the UNIX host.
| ok | cacd | Hen | The primary NBT application

on a host uses port |39.

Example

For example, consider a UNIX host running two NBT applications: VisionFS

(the primary), and a database server

(asecondary, running on TCP port 2345).

You’d like the VisionFS server to use the NetBIOS name “emu”, and the

database server to use “ostrich”.

In this case, you’d first set up the VisionFS server to advertise the names emu
and ostrich, using the Identification tab of Server properties as shown below:

Server Properties

WINS I

Impaort
Identification

Metwork
Users

Passwords

This information identifies the VisionFS server on the
netuwork,

Advanced
Logging

i Name:
- Mew.
ostrich —
Bemave |
— Mame detail
‘Workgroup:  passe
Description:  “igionFS server - use ostrich for databasze

ok Cancel

Help
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Then you need to add a NetBIOS redirection, so that people can use the
database server. On the Advanced tab of Server properties, click New.
In the NetBIOS Redirection Settings dialog, specify that connections
from any computer, that use the name ostrich to make the connection,
are redirected to TCP port 2345. Your NetBIOS Redirection Settings
dialog should look like this:

NetBIOS Redirection Settings BE

For connections:

Fram computer: | (arw) j|
Using name: | ostrich j|

Redirzct the conhection to:

Local TCF pant: |2345 |
EI QK. I Cancel | Help |

Finally, you need to update and restart the server for the new names and
redirections to take effect.
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Using more than one VisionFS server

See ALso

“License
management”, in
Chapter 4, “Issues
for
Administrators”.

See ALso

“Passwords and
authentication”, in
Chapter 2,
“Beyond the
Basics”.

See ALso

“The visionfs
command”, in
Chapter 4, “Issues
for
Administrators”.

You might want to use more than one VisionFS server, for example to enable
Internet workgroups between two independent subnets, or to dedicate one
server to deploy Vision2K PC products in read-only license mode, while
another server for more general use runs in fully licensed mode.

Single authentication server

You can dedicate one VisionFS server to be an authentication server,
authenticating users for all your VisionFS servers.

To do this, first decide which server you want to authenticate users, and then
use the Passwords tab of Server properties on all other servers to point to that
server. The authentication server can use UNIX (unencrypted) or VisionFS
(encrypted) passwords to authenticate users, but it can’t “chain” to a third
server for authentication.

Moving mappings and passwords between servers

The VisionFS password database and username mappings are fully portable

between servers, even servers running on different flavors of UNIX.

» The VisionFS password database is the file vision_dir/vfsprofile/authfile

e The VisionFS username mappings are stored in the file
vision_dir/vfsprofile/mapfile

where vision_dir is the name of the Vision2K shared directory, by default
[ust/local/vision.

Note These filenames may change in future versions of VisionFS.

To allow you to modify its contents easily, the username mappings file is in
ASCII format.

The VisionFS password database is a binary file. However, the visionfs
password UNIX utility lets you add and remove passwords.

Configuring multiple servers from one Profile Editor

You can configure multiple VisionFS servers from the same Profile Editor, as
long as all servers have the same version number.

To change the server you’re configuring, click Change Server on the Profile
menu, and type the name of the new server. If the server you’re currently
configuring needs updating with any changes you’ve made, the Profile Editor
will prompt you.
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Administrators

Look in this chapter to learn how to control the
VisionFS server from the UNIX host, and find
information about things that matter to you, such
as security, licensing and troubleshooting.
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Controlling VisionFS on UNIX

Setup installs files in the Vision2K shared directory, by default
/ust/local/vision. You use one of these files, a program called visionfs in the
bin subdirectory, to control VisionFS. Any user can run this program, but
most functions are restricted only to the UNIX superuser.

Note Don’t try to control the server by running binaries directly, or by using
kill. Using the visionfs command is the only supported way of controlling the

SCrver.

The visionfs commmand

T

Every option has
an argument
“--help”.

See ALso
“Logging” and
“License
management”,
later in this
chapter.

“Printing from the
UNIX host”, in
Chapter 2,
“Beyond the
Basics”.

“visionfs
command”, in the
Help index.

Thevisionfs command has the following syntax:

visionfs option [ option-specific-arguments]

The options let you control the server in different ways, or produce
information about the server. The table briefly describes each option.

Option Description

archive Archives the VisionFS server’s log files

client Configures the shared folders users can access with SCO
VisionFS SMB Client, and their passwords

clientadmin Controls SCO VisionFS SMB Client

election Forces an election to choose a new master browser in a
workgroup

help Displays information about the usage of thevisionfs
command

information Gives detailed information about the VisionFS server’s
configuration and operation

license Adds license numbers for the VisionFS server, and
converts an evaluation or read-only installation to fully
licensed

lockinfo Reports which files are locked, and in what way

lookup Displays information about a particular network
(NetBIOS) name

message Sends a WinPopup message to a user or workgroup

nameinfo Gives information about names on your network

netinfo Gives information about UNIX network interfaces

password Imports, creates or changes VisionFS passwords in the

VisionFS password database
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Option
print
query
restart
setup
share
start
status

stop

uninstall

Description

Provides access to shared printers on the network
Examines the VisionFS server’s log files

Stops then restarts the VisionFS server

Maodifies or fixes the VisionFS server configuration.
Adds, removes and lists shared folders

Starts the VisionFS server

Reports VisionFS server details: the current license mode,
server names, the current authentication method, which
users are VisionFS Administrators, whether the server’s
running, and who’s connected

Stops the VisionFS server

Uninstalls VisionFS
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Security and authentication

In this section, we’ll give information about how VisionFS authenticates users,
and how you can be sure your server is as secure as possible while making
access by your users as transparent as possible.

How users are authenticated

Authentication effectively starts when the user logs into the PC with a
particular username. This username is the name by which the PC knows the
user, but plays an important part in authenticating the user to the VisionFS
server.

This is because VisionFS uses user level security: the user must be
authenticated by the server (logged in) before access is granted, but once
authenticated can connect to any shares on the server, assuming the access
rights for each share allow it. The Windows username is sent to the server
during authentication, as described below.

User level security contrasts with share level security, which allows for
different passwords for each share, and doesn’t involve usernames. This means
that actions aren’t associated with a particular user, making it impossible to
distinguish between users. For example, Windows for Workgroups operates in
share level security.

In general, authentication involves these steps:

e The user tries to connect to the VisionFS server in some way, for example
displaying the list of shares or trying to access a share.

e If another server is being used to authenticate users, this VisionFS server
acts as a “go-between” for Windows and the authentication server: this
VisionFS server passes user and password information from Windows to
the authentication server, and sends responses from the authentication
server back to Windows.

e Windows and the authentication server negotiate the details of the
connection, including whether or not to encrypt passwords on the network.
Encrypted passwords are used if the authentication server is Windows 2000
or Windows NT, or a VisionFS server using VisionFS passwords.
Unencrypted passwords are used if the authentication server is a VisionFS
server using UNIX passwords.

e Windows and the authentication server will attempt to authenticate the
user, taking into account the current authentication method, and (if the
authentication server is a VisionFS server in UNIX password mode)
whether or not the user has a Windows-to-UNIX username mapping.
Windows may prompt the user for a password, or the user may be denied
access.
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Negotiation

In some cases, Windows doesn’t give users the option of entering a password if
the passwords it tries aren’t accepted. For example, File Manager on Windows
for Workgroups will display an Access Denied dialog if you try to list the
shares on a server before you’ve been authenticated.

In general, if you connect to a share by name—using \\server\share—Windows
will either authenticate you, or prompt you for a password.

Summary

This section summarizes important points about authentication. For more
information, read the sections that follow.

You should set up username mappings so that VisionFS knows which
Windows usernames correspond to which UNIX users, and/or use identical
Windows and UNIX usernames.

If you’re using another VisionFS server to authenticate users by their UNIX
passwords, you need to set up username mappings on the authentication
server as well as this VisionFS server.

A user without a password on the authentication server is logged in with
guest permissions (that you define), and the supplied password is ignored.

A user with a password on the authentication server is authenticated if the
supplied password matches their password in the appropriate database.

The VisionFS password database stores passwords (which are case-
insensitive) for Windows usernames.

With the UNIX password authentication method, VisionFS applies any
username mapping before checking in the standard UNIX password
database. As UNIX passwords are case-sensitive, but Windows sends case-
insensitive passwords, VisionFS allows for different capitalization of UNIX
passwords.

A user is denied access if the supplied password doesn’t match the
password in the appropriate database.
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Authentication methods

The authentication method you use controls:

Which server performs the authentication.

Which passwords are used to authenticate users.

You can authenticate users on:

This VisionFS server, by their VisionFS or UNIX password.
Another VisionFS server, by their VisionFS or UNIX password.

A Windows 2000 or Windows NT server, by their password for that
server.

Authenticating users on this (or another) VisionFS server
using VisionFS passwords

Passwords are encrypted before transmission on the network, and are case-
insensitive.

Passwords are stored in this (or the other) VisionFS server’s VisionFS
password database, which stores passwords for Windows usernames.

Passwords are checked against users’ Windows usernames, without taking
any username mappings into account.

Users without a password in this (or the other) VisionFS server’s VisionFS
password database are granted guest access only, whether or not they have
an account on the UNIX host.

You change these passwords from Windows, using the authentication
server’s Profile Editor or a separate program in the authentication server’s
visiontoolsshare,password.exe.

Authenticating users on this (or another) VisionFS server
using UNIX passwords

Passwords are transmitted unencrypted on the network, and are case-
sensitive. Windows sends case-insensitive passwords, so VisionFS tries
different combinations of upper-case and lower-case characters.

Passwords are stored on this (or the other) VisionFS server’s UNIX host, in
the UNIX password database, which stores passwords for UNIX

usernames.

Passwords are checked against users” UNIX usernames, taking into account
any username mappings.

Users without an account on this (or the other) UNIX host are granted
guest access only and the password is ignored.

You change these passwords on the UNIX host.
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Note that the authentication server’s username mappings list is used to
authenticate users, but this VisionFS server’s username mappings list is used
when a user performs an action.

Important You can have a username mapping from a Windows user to a
UNIX user that doesn’t exist. These users will only be granted guest access.

Authenticating users on a Windows 2000 or Windows NT
server

» Passwords are encrypted before transmission on the network, and are case-
insensitive.

e Passwords are stored in the Windows server’s user database, which stores
passwords for Windows usernames.

e Passwords are checked against users’ Windows usernames. Username
mappings don’t apply to Windows servers.

e Users without a password for this Windows server are granted guest access
only, whether or not they have an account on the UNIX host.

*  You change these passwords using standard Windows tools.

Usernames

The usernames sent by Windows are case-insensitive. However, the usernames
stored in the UNIX user database are case-sensitive. The authentication server
converts all Windows usernames to lower-case before working with them.

This means you must set up username mappings for all users with mixed-case
UNIX usernames. If the authentication server can’t work out the user’s UNIX
username—for example, if there’s no username mapping—then the user is
granted guest access.

Otherwise, passwords are checked against users’ Windows usernames.

The UNIX user database

The VisionFS server uses the standard UNIX mechanisms for accessing the
UNIX user database. For example, it doesn’t matter if your UNIX host uses
/etc/passwd or NIS—VisionFS will check whatever you’re using.
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Passwords

See ALso

“Authentication
methods”, earlier
in this chapter.

SEe ALso

“Case sensitivity”,
in the Help index.

You should be aware of some general password issues that affect the security
of your UNIX host.

How passwords are sent

Passwords may be encrypted or unencrypted, depending on the authentication
method of the authentication server:

o IfaVisionFS server uses UNIX passwords to authenticate users, or
forwards username and password information to another VisionFS server
that uses UNIX passwords for authentication, then Windows will send
passwords in plain text—not encrypted. Although both Windows and
UNIX provide facilities for the encryption of passwords, the encryption
mechanisms used are incompatible.

e With all other authentication methods, Windows will encrypt passwords
before transmitting them on the network.

Using UNIX passwords to authenticate users may present a security problem in
environments where very high security is required, though in most
environments it does not affect the security of your system. Using VisionFS
with UNIX passwords is no less secure than using the UNIX telnet program,
for instance.

Mixed-case passwords on UNIX

Windows sends case-insensitive passwords to the VisionFS server. If you’re
using VisionFS passwords to authenticate users, this doesn’t matter: the
VisionFS password database stores case-insensitive passwords, like Windows.
However, UNIX passwords are case-sensitive. Consequently, with the UNIX
password method VisionFS tries different capitalizations of the password.

For example, if Windows sends the password FOO, VisionFS would try the
passwords foo, foO, fOo, Foo, OO, FoO, FOo, and FOO.

This decreases security, by effectively making UNIX passwords case-
insensitive, and increases the time taken to authenticate users. There is no real
alternative solution other than enforcing lower-case UNIX passwords, which
decreases security still further.

However, you can use the Profile Editor to reduce the number of characters in
the password the VisionFS server will change the case of. This increases
security (as the server will try fewer passwords) and reduces the time taken to
authenticate users, but restricts the acceptable range of passwords. By default
this is 8, as most UNIX systems only use the first eight characters of passwords
for authentication. Check your UNIX documentation to see if you should
change it.
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For example, if you change the setting to 2, then VisionFS will match a
password with at most two upper-case characters in an otherwise lower-case
password (or two lower-case characters in an upper-case password).

If one of the password combinations matches, the user is authenticated. If no
match is found, the user is denied access.

Using Windows passwords to access the VisionFS server

Often, Windows sends the VisionFS server a user’s Windows password to try
to authenticate the user. This means that if a user’s Windows password is the
same as their password for the server, the user might not be prompted for a
password.

However, be aware that using identical passwords decreases security:

e If the user leaves their PC unattended, other users can access the UNIX
host.

e Insome cases, the Windows password list can be decrypted easily.

The Windows password list

A security flaw present in the first release of Windows 95 means it is
computationally easy to decrypt the Windows password list file. This file
contains all the passwords that Windows caches for the user, including the
password for accessing the VisionFS server. Password caching is enabled by
default.

This flaw is fixed in later releases of Windows 95 (which you may be able to
obtain from the Microsoft web site, www.microsoft.com) and in Windows 98.
Windows 2000 and Windows NT do not use password lists, and so do not
have this flaw.

If you use versions of Windows that suffer from this security flaw, you can
disable password caching so that the password for the VisionFS server is not
stored on the PC, and can’t be decrypted in this way.

To disable password caching inWindows 95
» | Delete all username.pwl files in the Windows directory.

» 2 Create a file called nocache.reg, containing the following:

REGEDIT4

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoftt\Windows\
CurrentVersion\Policies\Network]
"DisablePwdCaching"=dword:0000000 |

Important The text between [ and ] must be on a single line in the file.

» 3 Double-click the nocache.reg file.
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Filtering unwanted connections

You may want to allow only computers in your organization to access your
VisionFS server, and automatically reject all other computers. Similarly, you
may want to allow access through a particular network interface on the UNIX
host, and reject accesses using other interfaces.

The Profile Editor lets you do both of these easily, by setting up a list of
filters: a list of DNS names or IP addresses (not NetBIOS names), which can
include wildcards, and whether those computers are allowed or denied access.

When a computer tries to access the server, VisionFS checks the list of filters.
The first filter that matches determines whether the connection is allowed or

denied.
If none of the filters match, the connection is denied.

Note Computers which are denied access to the VisionFS server will be
unable to make use of Internet workgroups.

To filter unwanted connections

» | In the Profile Editor, open Server properties and click the Network tab.

Identification Users Passwords Logging
WiINS Import H Advanced

YigionF5 server, and select which interfaces the name

@ These settings let pau filter network. access to the
server will use:

— Eiltering

From To Allowr?

1 The list of current filters. Filters
wew | e | e | earlier in the list take
precedence. To move afilter,
drag the list entry up or down.

& Use all available interfaces for network broadcasts

=Tz onluthese infetaes
Add |
Edi |
Femove |
k?l ar I Cancel | Help |

» 2 To add a new filter, click New.

To edit an existing filter, click it in the list, then click Edit.
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~ 3 You'll see the Filter Settings dialog.

Type the IP address or DNS name of the computer trying to
connect to the VisionFS server.

Filter Settings

Type the IP address or DNS
name of the network interface

Connection patterns:

Frarn: |x T |

on the UNIX host that the
To: # s .
o | | computer S connectlng
For matching connections: thl"Ongh.

& pllow access ta the server |
€ Deny access o the serer

2| oK

Specify whether connections
that match are allowed or
Help denied.

You can use the wildcard “*” to match more than one IP address or DNS
name. If you’re using DNS names in filters, but a computer that tries to
connect doesn’t have a DNS name, the reverse name lookup will fail, after
some time, and the attempt to connect may time out before VisionFS allows
or denies it.

VisionFS and firewalls

As a standard NetBIOS over TCP/IP application, VisionFS uses UDP ports 137
and 138 for naming, and TCP port 139 (by default) to listen for connections.

You should configure your firewall to prevent external access through these
ports. If you do this, then computers outside your firewall won’t be able to set
up a CIFS Bridge to a computer on your network, or set up Internet
workgroups with your workgroups.
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How to tell if an action will succeed

When a user tries to perform an action in a share on the VisionFS server,
whether that action succeeds depends on a number of things.

To find out if an action will succeed
> Check whether connections are automatically rejected
See “Filtering unwanted connections”, earlier in this chapter.

> Check whether the user has a Windows-to-UNIX username
mapping
See “Username mappings”, in Chapter 2, “Beyond the Basics”.

» Check the VisionFS server’s authentication method

See “Passwords and authentication”, in Chapter 2, “Beyond the Basics”. See
also “Security and authentication”, earlier in this chapter.

> Check the user’s access rights in the share
See “Controlling access”, in Chapter 2, “Beyond the Basics”.
> Check the UNIX permissions

See “Controlling access”, in Chapter 2, “Beyond the Basics”.
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PC and UNIX file differences

In this section, we’ll cover the differences between how PCs view files, and
how UNIX views them. We’ll explain how VisionFS helps smooth the way,
and where circumstances conspire to make it impossible.

Filenames

With VisionFS, each file or directory effectively has three names:

* The UNIX filename.
e Along name.
* A short name, for compatibility with DOS and older versions of Windows.

When a long or short name is used in Windows, VisionFS uses the correct
UNIX filename.

Potentially, there are fewer long names than UNIX filenames, and fewer short
names than long names. This means that the process of converting UNIX
filenames to long names, then to short names, may result in two unique UNIX
filenames losing their uniqueness.

You can specify that when VisionFS truncates a filename, VisionFS generates a
suffix for that filename to help keep it unique. To do this, make sure the Try
To Make Truncated Names Unique box on the share’s Files tab is checked.

The next sections describe the two conversion processes, and how VisionFS
generates suffixes.

Converting UNIX filenames to long names

This involves the following steps:

» Removingtrailing dots.
* Removing the characters not allowed in long names: ? ” /\ < > * | :

«w »

» Appending “_” to the MS-DOS reserved basenames. These basenames are:
aux com1 com2 com3 com4 con Ipt1 Ipt2 Ipt3 nul prn clock$

Converting long names to short names

This involves the following steps:

* Removing all dots but the last.
e Removing the additional characters not allowed in short names:[]; = +,
* Converting to upper-case.

e Truncating the basename to 8 characters, and the extension to 3 characters.
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e Adding suffixes to the basename, as described below, if the filename was
truncated.

«w

¢ Adding an underscore “_” if there’s no basename—for example, one would
be added for the UNIX filename .cshrec.

Making filenames unique

If you’ve configured VisionFS to try to keep filenames unique, VisionFS first
generates a 32-bit checksum for each, based on the original UNIX filename.
The checksum is converted to a printable form.

Then, a suffix is formed for each truncated filename, using the special
character for the share (by default, ~) and the specified number of characters
from the printable checksum (by default, 2).

Finally, the suffixes are added to the basenames of the truncated filenames,
replacing the final characters to ensure the basenames don’t exceed 8
characters in length.

Permissions

UNIX permissions are richer than MS-DOS (Windows) file attributes, but
MS-DOS file attributes aren’t a subset of UNIX permissions.

Of the four standard MS-DOS file attributes—Archive, Hidden, System and
Read-only—VisionFS directly supports the Read-only attribute. The other
attributes don’t easily map onto UNIX permissions.

Windows 2000 or Windows NT Access Control Lists aren’t supported on
most flavors of UNIX, and aren’t supported by VisionFS.

Read-only attribute

The Read-only attribute of a Windows file is set if the user accessing a share
isn’t allowed to write to the file, according to the UNIX permissions.
Similarly, changing the Read-only attribute in Windows sets or clears the three
UNIX write permissions for owner, group and others.

Remember that even if the access rights for a user allow a particular action,
the UNIX permissions determine whether that action succeeds or fails.

Archive, Hidden and System attributes

VisionFS includes indirect support for the Archive, Hidden and System
attributes. For each share, you can define when VisionFS reports each attribute

“DOS attributes”, 35 being set, in one of two ways:
in the Help index.

See ALso

 For filenames matching particular patterns that you specify.
 For files with a particular UNIX permission bit set.
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Semantics

SEe ALso

“Hiding symbolic
links”, in the Help
index.

Some actions on files will have different effects in Windows than UNIX users
might expect.

Deleting symbolic links

On UNIX, deleting a symbolic link deletes the directory entry, and doesn’t
affect the file or directory referenced by the symbolic link. However,
Windows doesn’t have the concept of a symbolic link.

For files shown in Windows that, in reality, are symbolic links on the UNIX
host:

» Deleting a symbolic link to a file will just delete that link. The referenced
file is unaffected.

e Deleting a symbolic link to a directory will delete all files and
subdirectories in the directory pointed to by the link, then delete the
symbolic link. This is because Windows tells VisionFS to delete the
contents of the directory, then delete the directory.

Important For an experienced UNIX user this is not the expected behavior,
but is beyond the control of VisionFS. Be careful to ensure that directories are
not deleted accidentally. If necessary, hide symbolic links in shares.

Renaming and deleting files

On UNIX, the permissions of a directory determine whether you can rename
or delete files in that directory.

In Windows, the Read-only attribute on a file determines whether you can
rename or delete it.

Deleting files in use

On UNIX, you can delete or rename a file in use. In Windows, you can’t.

This is because UNIX keeps file information separately from directory
information, whereas Windows keeps them together.

VisionFS allows files to be deleted or renamed while in use.

Free disk space

Windows will report the free disk space based on the root directory of each
share on the VisionFS server. However, there may be symbolic links in the
share pointing to other file systems, which means the effective free disk space
is larger.

Also, as UNIX allows multiple directory entries per file, deleting a file may
not necessarily increase the amount of available disk space.
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File locking

In this section, we’ll describe VisionFS file locking, which lets a program be
sure it can read and write to a file (or part of a file) without another program
doing so at the same time.

Overview

When you edit a file, you perform at least three actions on that file: you open

the file in your editing program, you make changes, and finally you save the
file.

Imagine that two people want to edit the same file. The first person opens the
file in an editor and starts making changes. Then the second person opens the
file, makes changes and saves the file before the first person has finished
editing. Later, the first person finishes editing the first copy of the file and
saves it.

The second person’s changes are lost: they weren’t in the file when the first
person started editing. Ideally, the second person should have been prevented
from editing the file until the first person had finished.

The process of controlling which actions users are allowed to perform on a
file while another user is performing an action on a file is called file locking.

For example, if you’re reading a file but don’t intend to make changes, it may
be acceptable for others to read the same file. However, it may not be
acceptable for others to modify the file while you’re reading it.

File locking lets users be sure that files they work with are up-to-date, and that
all their changes will be preserved.

UNIX and Windows file locking

UNIX and Windows offer different file locking facilities. UNIX offers only
rudimentary file locking, which isn’t used by many applications. In contrast,
Windows provides rich and flexible file locking.

Comparing Windows and UNIX file locking in detail reveals two important
differences:
e UNIX doesn’t allow open locks or opportunistic locks. Windows does.

e Windows uses 32-bit range locks, whereas UNIX is restricted to 31-bit
range locks. Also, the NFS lock daemon becomes unreliable with range
locks above 29 bits long.

The different types of lock are explained in more detail below.
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VisionFsS file locking

VisionFS has an independent component, called thelock daemon, which
provides full Windows locking semantics. The lock daemon manages lock
requests from PCs and maintains a lock database which contains information
about all file locks which are currently in place. When a PC requests access to
a file in a share, VisionFS consults the lock daemon for the availability of that
file, and access is granted or denied as appropriate.

VisionFS provides three types of locks for PCs to use with files.

Lock type Description

Open lock Used when a file is first opened. These locks let you
specify exactly which actions other users are allowed to
perform on a file while you are using it.

Record lock Used to prevent other users from accessing a particular
portion of a file while you are using it.

Opportunisticlock Gives the user complete control over a file while they are
using it. If another user needs to edit the file, the client
with the opportunistic lock is asked to relinquish its lock
and lock again with an Open lock or a Record lock.

SHouULD | USE OPPORTUNISTIC LOCKS?

Opportunistic locks give great performance benefits: one user has
complete control over the entire file at one time and can edit a local
copy, only updating the file on the server immediately before the lock is
removed.

However, opportunistic locks don’t provide protection from
simultaneous editing by a PC user and a UNIX user.

You should use opportunistic locks in the following cases:

o If the files in a share will only be modified by PC clients.

o If the files in a share will be read by PC and UNIX clients, but never
modified by either, for example with a CD-ROM drive.

You shouldn’t use opportunistic locks if the files in a share might be
modified by both PC and UNIX clients.
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Logging

VisionFS log files contain useful information about who uses (and who tries
and fails to use) the server. In this section, you’ll learn how to examine the
VisionFS log files, how to customize what’s logged, and how to archive log
files.

Checking the logs

See ALso

“The visionfs
command”, earlier
in this chapter.

“Customizing
what’s logged”,
later in this
chapter.

You use the visionfs command’s query option to examine the VisionFS log
files, and find out about server usage.

Important Remember that you can customize what’s logged: if the
information doesn’t seem to be correct, make sure the server was logging the
information in the first place.

Arguments to the query option let you view the information in different ways,
as described in the table.

Note Each argument is prefixed by two dashes, “--”, not one.

Argument Description

--conns Displays information about successful and failed
connections to the VisionFS server, and shows the
maximum number of simultaneous connections.

--err Displays the error log.

--shares Displays information about usage at the share level,
showing counts and percentages. You must supply one of
the arguments--byuser, --byshare or--bymachine, to show
the information by user, share or machine.

--ops Displays information about usage at the operation level,
with success/failure ratios shown for each operation. You
must supply one of the arguments--byuser, --byshare or
--bymachine, to show the information by user, share or
machine.

--all Displays all information (the default). You can omit a
section of information from the output by using the
appropriate argument with the--all flag. For example,
visionfs query --all --err displays all information except the
error log.
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Customizing what’s logged

You use the Profile Editor to customize the information the VisionFS server
writes to log files. If you want, you can choose to log just failed operations, or
just particular operations you’re interested in.

To customize what’s logged
» | InServer properties, click the Logging tab.

» 2 In Logged Events, click Custom, then click Define. The Custom Events
dialog appears.

! | |
T 3 1o log something new, click

) Categary: Action: Dutcome: the Category, Action and
8; tgiedl('(;\gﬁ’mg [(a) 1 [ED R =] Outcome you want to log,
Failures or None 7 then click Add. Click (all) in
in the Logged the lists to mean all Categories,

Events box to use Remove | Actions or Outcomes as
the most common appropriate.

logging settings.

narneserver?[alll/[all]

To remove something you

'EI ok Cancel | Help | don’t want to log, click an
entry in the list, then click
Remove.

4 4 When you're done, click Update Server on the Profile menu, and restart
the server.

Archiving log files

Log files can use a significant amount of disk space on the UNIX host.
Archiving the logs compresses the files, freeing disk space. Setup automatically
configures your host to perform a “checkpoint” every Sunday at 4am, which
archives the log files.

Log files are stored in the vfsdata/logs subdirectory of the Vision2K shared
directory (by default,/usr/local/vision). Each server uses multiple log files,
which it may write to at any time. If you want to examine the logs, use the
visionfs query command.

Note Do not delete any files in the logs directory. If you delete a file the
server still has open, the directory entry will disappear but the disk space
won’t be freed until the server exits. To reclaim some disk space, first archive
the logs, then delete the archive.
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To archive the logs
» Log in as root on the UNIX host.

»2 Type the following, replacing vision_dir with the name of the Vision2K
shared directory, by default /usr/locallvision:

vision_dir/bin/visionfs archive

Archiving the logs compresses the files and moves them to a numbered
subdirectory of thelogs directory. A file summary.txt in this directory contains
the results of performing visionfs query at the time of the archive.

You can delete archived log files without affecting the server.

Note In earlier versions of VisionFS, you could only use visionfs archive when
the server wasn’t running. The visionfs checkpointcommand would stop the
server, archive the logs, and restart the server. In this release, visionfs
checkpointand visionfs archive are identical, but visionfs checkpoint is
deprecated.
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License management

In this section, we’ll explain how VisionFS licensing works, and how you can
use License Manager to add and remove license numbers, and monitor license
usage.

Overview

On a distributed network, it can be difficult to keep track of what software is
installed. Vision2K products are therefore licensed on a concurrent user basis,
not on the basis of the number of computers the software is installed on. For
example, a 100 user VisionFS license number means that up to 100 people
may use VisionFS at any one time, with perhaps each person using several
VisionFS servers at once.

The License Administrator, named when you install Vision2K products on the
UNIX host, is responsible for policing license agreements. To help, the
License Administrator can use:

» License Manager, a Windows program

 licadmin, a UNIX utility

See ALso A License Server (called licsrv) manages licenses on the UNIX host. Vision2K
“License Manager” products contact the License Server to request and release licenses. The
and “License License Server is installed automatically when you install VisionFS. Only one

Server”, later in License Server runs on a subnet at a time.
this chapter.

License modes

VisionFS can run in three different license modes:

e Read-only mode is used only to deploy the PC components of Vision2K
software through thevision2kshared folder. In Read-only mode you are
restricted to one VisionFS Administrator. All other users can only read
information from the UNIX host; they can’t write or change files on the
UNIX host, or print to the server.

e Ewvaluationmode is used to evaluate the product. Evaluation mode provides
the full functionality of VisionFS, but only for 30 days.

e Fully licensed mode provides the full functionality of VisionFS, with no
restrictions. You need a license number to use VisionFS in fully licensed
mode.

Licenses are stored with the License Server, not with the PC or the VisionFS
server.
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SEe ALso

“The visionfs
command”, earlier
in this chapter.

See ALso

“License Manager”,
later in this
chapter.

Changing the license mode

To change the license mode, use vision_dir/bin/visionfs license, replacing
vision_dirwith the name of the Vision2K shared directory, by default
[ust/local/vision. You must be root to do this.

To change from read-only to evaluation mode, you don’t need a license
number.

To change from read-only or evaluation to fully licensed mode, you must
make sure a valid license number is available or add one, and then change the
license mode.

There are three ways you can add license numbers:

» Using visionfs license.

e Using the License Manager Windows program.

 Using the vision_dir/bin/licadmin UNIX utility, replacing vision_dirwith
the name of the Vision2K shared directory on the UNIX host, by default
/ust/local/vision. Use licadmin -A to add license numbers.

To add or remove licenses using License Manager or licadmin you must be
root or have license administration privileges. To run visionfs license, you
must be root.

If you use License Manager or licadmin to add a license number, you must
still change the VisionFS license mode using visionfs license.

License Manager

See ALso

For help on

License Manager,
click Help Topics
on its Help menu.

License Manager lets you add and remove license numbers, monitor license
usage, and control the behavior of the License Server. For example, you can
make the License Server automatically email the License Administrator when
a Vision2K product runs out of licenses.

To run License Manager

» Open the visiontools shared folder on the VisionFS server, open the licmgr
folder, and then double-click licmgr.exe.

Alternatively, you can insert the Vision2K CD in a PC's CD drive, and, when
the Setup wizard starts, choose Browse. Open the licmgr folder, and then
double-click licmgr.exe.

To run License Manager, you must be root or have license administration
privileges on the UNIX host running the License Server.
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License Server

See ALso

“License Manager”,
earlier in this
chapter.

The License Server, which runs on a UNIX host, grants or denies licenses
when users try to connect to the VisionFS server (or use another Vision2K
product). To configure the behavior of the License Server, use License
Manager.

If you have Vision2K products installed on more than one UNIX host, only
one License Server will run on a subnet at a time. VisionFS will request
licenses from the running License Server. Similarly, License Manager will
contact the running License Server for licensing information.

Soft and hard licensing

The License Server can use “soft” licensing or “hard” licensing.

*  With soft licensing, users can connect to the VisionFS server even if the
number of concurrent users has reached the limit defined by your VisionFS
license number.

e With hard licensing, users are denied access once the limit has been
reached.

On Windows 2000 and Windows NT, users will see an error message
explaining why they’re denied access. On other versions of Windows, users
may see a message explaining that an extended error has occurred, or that the
request was not accepted by the network. These messages are displayed by
Windows, and aren’t under the control of VisionFS.
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Troubleshooting

As soon as you connect two computers together, you need to make careful
decisions about how the computers interact. As networks grow, the potential
for trouble increases dramatically.

VisionFS works seamlessly for most networking environments. But no two
networks are identical. In this section, we’ll point out some of the areas that
could lead to problems.

See ALso

“Troubleshooting” o )
in the Help index.  Be sure to check the Help for other troubleshooting information about the

VisionFS server and the Profile Editor.

General problems

If you can’t start the VisionFS server or the Profile Editor, the profile may be
corrupt, or you may have accidentally changed some settings that mean you are
no longer allowed to access the Profile Editor.

You can fix a profile by running VisionFS Setup.

To fix a corrupt or invalid profile

See ALso > | Log in as root on the UNIX host.

“The visionfs

command”, earlier 4 2 Type the following, replacing vision_dir with the name of the Vision2K
in this chapter. shared directory, by default /usr/locallvision:

vision_dir/bin/visionfs setup

» 3 Follow the instructions on your screen.

Remember to check the README.vfs file, installed in the docs subdirectory
of the Vision2K shared directory (by default, /ust/local/vision). It may contain
late-breaking information that couldn’t make this book or the online Help.

If you need to contact Support

VisionFS can output detailed diagnostic information about your network
environment. If you need to contact Support, this information may help to
solve your problem more quickly.

» From the Profile Editor, click About on the Help menu, click the
Information tab, then click Save.

e From the UNIX command line, use the visionfs information command.
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Making sure PCs can access VisionFS

To access a VisionFS server, Windows needs to use standard networking
software, the same as it can use to access other Windows PCs on the network.

Note If a PC uses NetBEUI but not TCP/IP, then it can talk to other Windows
PCs on the network, but not VisionFS servers.

Windows 95 and 98 requirements

» Client for Microsoft Networks. To check, open Windows Control Panel,
double-click Network, and look in the list under The Following Network
Componentsare Installed.

e TCP/IP. See later in this chapter.

Windows NT requirements

e NetBIOS Interface and Workstation services. To check, open Windows
Control Panel, and double-click Network. On Windows NT 3.51, look in
the Installed Network Software list. On Windows NT 4, look in the list on
the Services tab.

e TCP/IP Protocol. See later in this chapter.

Windows 2000 requirements

 Client for Microsoft Networks. To check, open Windows Control Panel,
open Network and Dial-up Connections, right-click Local Area Connection
and choose Properties. Look in the list of components.

o TCP/IP Protocol. See later in this chapter.

Installing Microsoft TCP/IP

To access a VisionFS server, PCs must use TCP/IP as one of their transport
protocols. All versions of Windows supported by this release of VisionFS
include a TCP/IP protocol stack as part of the operating system.

To install Microsoft TCP/IP onWindows 95 and 98
> | Open Windows Control Panel and double-click Network.
» 2 Click Add. Click Protocol, and then click Add.

» 3 In the Manufacturers list, click Microsoft. In the Network Protocols list, click
TCP/IP. Click OK to return to the Configuration tab.

» 4 In the network components list, click TCP/IP and then click Properties.

» 5 Fill in the required details in the Properties dialog box.
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To install Microsoft TCP/IP onWindows NT 4

» I Open Windows Control Panel, double-click Network, and then click the
Protocols tab. The dialog box shows the installed protocols.

» 2 Click Add.
» 3 In the Network Protocols list, click TCP/IP Protocol, and then click OK.

» 4 Windows NT Setup displays a message asking if you wish to use DHCP to
dynamically provide an IP address. If DHCP is in use at your site, click Yes,
and you can ignore step 7 in these instructions. Otherwise, click No.

» 5 Windows NT Setup displays a message asking for the full path to the
Windows NT distribution files. Provide the appropriate location, and click
Continue. All necessary files are copied to your hard disk.

» 6 Click Close.
» 7 Fill in the required details in the Microsoft TCP/IP Properties dialog box.

To install Microsoft TCP/IP on Windows 2000

» Open Windows Control Panel and then open Network and Dial-up
Connection.

»2 Right-click Local Area Connection and choose Properties.
» 3 Click Install. Click Protocol, then click Add.
» 4 In the Network Protocol list, click Internet Protocol (TCP/IP). Click OK.

» 5 Inthe components list, click Internet Protocol (TCP/IP) and then click
Properties.

» 6 Fill in the required details in the Properties dialog box.

Checking your PC and UNIX broadcast addresses

VisionFS uses NetBIOS naming, which broadcasts names using the UNIX
host’s broadcast address. It’s important that this broadcast address is correct,
or the VisionFS server won’t appear in workgroups.

On your UNIX host, you can use the visionfs netinfo command to display
information about the network interfaces. This command will tell you if your
UNIX host seems to be using an incorrect broadcast address or subnet mask.

Windows works out the broadcast address based on the subnet mask. Most
sites use a Class C subnet mask even if they have a Class B network. However,
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Windows defaults the subnet mask based on the class of network. This means
you may need to change subnet masks of 255.255.0.0 (Class B network) to
255.255.255.0 (Class C network).

The UNIX host and your PCs must use the same broadcast address. Some
flavors of UNIX (for example, SunOS) use the wrong broadcast address by
default. See your UNIX documentation on theifconfig command to find out
how to set broadcast addresses and subnet masks.

Accessing the server and shares

Windows 95 or 98 denies access

Windows 98 and later releases of Windows 95 don’t allow the use of
unencrypted passwords by default. This results in an Access Denied dialog
when a user tries to access a VisionFS server which is using unencrypted
(UNIX) passwords. (By default VisionFS uses encrypted passwords.)

To fix the problem, either use encrypted passwords to authenticate users
(recommended), or do the following:

1 On Windows 95 or 98, run Registry Editor.

2 Fromthe HKEY_LOCAL_MACHINE subtree, go to the following key:
\System\CurrentControlSet\Services\VxD\VNETSUP

Click New on the Edit menu, then click DWORD Value.
TypeEnablePlainTextPassword, then press Return.

Click Modify on the Edit menu, then type 1 in the Value Data box.
Click OK, quit Registry Editor, then restart Windows.

Note The Windows 98 CD includes two files to enable and disable the
transmission of plain text (unencrypted) passwords easily. These files are

ptxt_on.infand ptxt_off.inf, in the\tools\mtsutil folder on the CD. Read the
mtutil.txtfile for instructions.

AN L b W

Account not authorized to login

See ALso Windows 2000 and Windows NT 4.0 Service Pack 3 and later don’t allow the
“Soft and hard use of unencrypted passwords by default. This results in an error message
licensing”, earlier “The account is not authorized to log in from this station” when a user tries to
in this chapter. access a VisionFS server which is using unencrypted (UNIX) passwords. (By

“Passwords”, later  default VisionFS uses encrypted passwords.)
in this chapter.

== To fix the problem, either use encrypted passwords to authenticate users
(recommended), or follow one of the procedures below.
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For Windows 2000:

1 Open Control Panel, and double-click Administrative Tools.
2 Double-click Local Security Policy.

3 In the Security Settings tree, open Local Policies and click Security
Options.

4 Change the setting "Send unencrypted password to connect to third-party
SMB servers" to "Enabled".
For Windows NT:

1 RunRegistry Editor.

2 From the HKEY _LOCAL_MACHINE subtree, go to the following key:
\System\CurrentControlSet\Services\Rdr\Parameters

Click New on the Edit menu, then click DWORD Value.
TypeEnablePlainTextPassword, then press Return.

Click Modify on the Edit menu, then type 1 in the Value Data box.
Click OK, quit Registry Editor, then restart Windows.

AN »n AW

Not Browsable means not Active in Windows 95 and
Windows NT 4

If you configure a share to be not browsable, using the box on the General tab
of the share’s properties, then in Windows 95 and Windows NT 4 Explorer, it
is also not active: Windows won’t let you connect to the share, even if you
know its name. This is a problem with Windows 95 and Windows NT 4.

However, you can access the share from MS-DOS, for example by mapping a
drive. Windows Explorer on Windows 98 does not have this problem.

Problems reconnecting at logon on Windows NT 4

If you’re having problems with the Reconnect at Logon box on Windows N'T
4 in domains, you should switch to VisionFS (encrypted) passwords, or use
another VisionFS server (in VisionFS password mode) or Windows NT server
for authentication, and use the same passwords for Windows and VisionFS.

Find Computer fails

In Windows, you can click Find Computer on the Start menu to locate
computers on the network.

On Windows 95 and 98, this can sometimes fail to locate a VisionFS server.
This can happen if you haven’t connected to the VisionFS server in that
Windows session, and Windows hasn’t cached your password for the VisionFS
server, and your Windows password is different to your password for accessing
the VisionFS server.
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Other supported versions of Windows successfully locate VisionFS servers in
Find Computer.

In Windows 95 and 98, clicking Run on the Start menu and typing \\server
works more reliably than searching for a computer named server in the Find
Computer dialog.

Passwords

See ALso

“Restarting the
VisionFS server”,
in the Help index.

See ALso

“Network logon
services”, in
Chapter 3, “The
Possibilities”.

Using VisionFS with HP-UX 10+ trusted systems

VisionFS determines whether HP-UX 10+ is running as a trusted system when
it starts up. However, you can change between a trusted and non-trusted
system without rebooting your UNIX host. If you do this, VisionFS will treat
all passwords as invalid until you restart the VisionFS server.

Passwords and Windows NT or Windows 2000

Windows 2000 and Windows NT don’t cache passwords. If a VisionFS server
isusing UNIX (unencrypted) passwords for authentication, or another
VisionFS server that’s using UNIX passwords, then users will always have to
type a password to access the VisionFS server.

To allow users to access a VisionFS server from Windows 2000 or Windows
NT without typing a password, the VisionFS server must use one of the other
authentication methods. In addition, a user’s Windows password must be the
same as their password for accessing this VisionFS server.

If you switch to using UNIX passwords from another authentication method,
users must log out of Windows and log in again, otherwise Windows won’t
allow them to connect to the server.

Passwords and network logon services

If you’ve configured the VisionFS server to provide network logon services,
users can’t use Windows tools (Passwords in Control Panel, for example) to
change their Windows password. Instead, they must use thepassword.exe
program.

File protection

Opportunistic locks give great performance benefits over other file locking
methods.

However, opportunistic locks don’t provide protection from simultaneous
editing by a PC user and a UNIX user.
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If there is any chance that the files in a share might be modified by both PC
and UNIX clients, you should turn off opportunistic locks. If you allow
opportunistic locks in these circumstances, data loss could occur.

By default, opportunistic locks are turned off.

CD-ROM drives

Printing

You can set up a shared folder that accesses your UNIX CD-ROM drive, if you
have one.

On some flavors of UNIX, files on the CD-ROM have version numbers, such
as “;1”, added to the end of the name. This can cause problems with
Windows, which uses the file extension to determine the type of a file. For
example, using Windows 98 a file called program.exe might appear as
program.exe;1, and Windows would not recognize it as an executable
program.

If possible, make sure the CD-ROM is mounted so that version numbers aren’t
shown. Check your UNIX documentation for the correct mount command to
use.

Printer driver

Make sure your users have installed the correct Windows printer driver for
your UNIX printer. Be careful to give the correct make and model. In some
cases, print jobs may fail to appear even with a similar make and model of
printer.

Some users may need extra permissions in their domain to install a printer
driver.

Double-conversion

Windows printer drivers output data intended for the printer itself. Similarly,
UNIX printers can use “filters” to convert print jobs to printable data, in much
the same way. When printing using VisionFS, it’s important that the UNIX
hostdoesn’t perform any filtering. Otherwise, the print output may not appear
asexpected.

If you see, for example, a PostScript file printed as text, then your UNIX
printer is filtering raw printer data unnecessarily.

By default, the VisionFS print command for shared printers tries to use “raw”
mode, which bypasses any filters you might have for that printer. However,
not all systems support filter bypassing.
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See ALso

“Using shared
printers for
custom output”, in
Chapter 3, “The
Possibilities”.

Watch out for filters that identify a PostScript print job by looking for “%!” as
the first two characters in the job: Windows often puts a CTRL+D character, or
other data, before the PostScript.

Feedback from printers

Some printers return information about their current status, for example that
they’re out of paper. Unfortunately, this information is not returned to UNIX,
and so doesn’t appear in Windows when printing using VisionFS.

Other problems

If you’re having problems printing using VisionFS, try printing to a file from
Windows. Then you can copy the resulting file to your UNIX host, and try
different variations of print command from a shell prompt. When you find one
that works, you can set up the shared printer to use that print command.

Networking

SeEe ALso
“Making sure PCs
can access
VisionFS”, earlier
in this chapter.

PC networking commands

Windows and MS-DOS contain some useful tools for mapping drives, and
changing and displaying a PC’s network settings. You may find the following
commands helpful:

* net

* nbtstat

» winipcfg on Windows 95 and 98

* ipconfig/all on other versions of Windows

In each case, you can use the command-line option /? to get help on the
command. For example:

e To find out all the NetBIOS names a computer has registered, type nbtstat
-anetbiosname ornbtstat -A ipaddress

o Use net view \\server to show the shares on a server

Names

In networking, a computer may have many different names, each used in
particular circumstances. This section summarizes the types of name a
computer may have, and where each type fits with the other types.

A computer may have:

e Exactly one hostname.

e Zero or more network interfaces (for example, ethernet adapters), each
with a single hardware address. Typically, there’ll be a “loopback”
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interface (a software interface local to the computer, used to do networking
to itself), and a physical network card (for networking with other
computers).

e Zero or more IP addresses, each mapping to a single hardware address.
Typically, there’ll only be a single IP address.

e Zero or more DNS names, each mapping to one or more IP address.
Typically, there’ll only be a single DNS name.

VisionFS will work as expected, no matter how many DNS names, IP
addresses and network interfaces you have on your UNIX host.

Additionally, an application may have zero or more NetBIOS names.
(NetBIOS names belong to applications, not computers, though typically
there’s only a single NetBIOS application per computer.)

VisionFS advertises all NetBIOS names over the network interfaces you specify
on the Network tab of Server properties: either through network broadcasts,
or by registering with a WINS server. When other computers try to access
VisionFS, the NetBIOS name will be resolved to the relevant IP address (as
VisionFS uses NetBIOS over TCP/IP).

A typical UNIX host might use its different names in the following way:

* A hostname jelly.

e AnIP address, 192.168.5.44, that maps to a single ethernet address
corresponding to the UNIX host’s only ethernet card.

e A DNS name, jelly.sales.indigo-insurance.com, that maps to the single IP
address.

The UNIX host may also be running a single NetBIOS application, with name
jelly, that maps onto the single IP address.

Working with your existing software

See ALso

“Installing
Microsoft TCP/IP
on PCs”, earlier in
this chapter.

In this section, we’ll explain how VisionFS can work alongside your
networkingsoftware.

PC TCP/IP stacks

PCs and the VisionFS server communicate using the SMB protocol, which
runs over NetBIOS.

Technically, NetBIOS can run over multiple network transports, for example
NetBEUI, IPX/SPX and TCP/IP. In fact, any number of transports could be
used simultaneously.

To connect to a VisionFS server, a PC requires a TCP/IP stack that supports
the NetBIOS protocol. All versions of Windows supported by VisionFS are
supplied with compatible TCP/IP stacks.
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See ALso

“Allowing multiple
NetBIOS
applications”, in
Chapter 3, “The
Possibilities”.

TCP/IP stacks from other vendors will work if they support the NetBIOS
interface. You may find that although a particular PC can communicate with
another PC, it can’t connect to a VisionFS server. This may be because the PCs
are using NetBIOS over NetBEUI or another network transport. In this case,
the TCP/IP stack does not fully support the NetBIOS interface.

Other file and printer sharing programs or NBT
applications

VisionFS will coexist with other file and printer sharing programs on UNIX,
such as Samba, without customization, as long as those programs don’t

conflict with VisionFS as the primary NetBIOS over TCP/IP (NBT)
application.

You can set up VisionFS to work alongside other NBT applications, by
designating one as the primary and the others as secondaries.

On SCO OpenServer Release 5, you can’t use VisionFS if you’re running SCO
NetBIOS over TCP/IP, for example with SCO Advanced File and Print Server
(AFPS) or LAN Manager Client (Imc). This is because SCO NetBIOS over
TCP/IP conflicts with the NetBIOS over TCP/IP used by VisionFS.

To use VisionFS alongside AFPS or Imc, you can:

* Remove SCO NetBIOS over TCP/IP from your UNIX host before running
VisionFS. You can do this using the Network Configuration Manager. You
can still use AFPS or Imc over NetBEUL.

e Stop SCO NetBIOS over TCP/IP using the command /etc/netbios stop. To
make sure SCO NetBIOS over TCP/IP doesn’t start when the UNIX host
reboots, remove or edit the /etc/rc2.d/S86netbios UNIX boot script.

PCs can run more than one file and printer sharing client at the same time.

Performance

A number of factors may affect the apparent performance of the VisionFS
server.

e The theoretical maximum bandwidth for standard ethernet traffic is
1Mbyte/second (10Mbps).

¢ In practice, the real speed is dependent on the speed of the client and the
speed of the UNIX file system. If NFS is also involved (for example, a
shared folder might access a directory mounted over NFS) speeds will
reduce further.

» VisionFS does not buffer data. However, both UNIX and Windows do.
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See ALso
“Optimizing
process usage”, in
the Help index.

See ALso

“VisionFS file
locking”, earlier in
this chapter.

Connections per process

Each VisionFS process on the UNIX host can handle a number of connections
from PCs, up to a maximum. Once the maximum is exceeded, a new process
starts. Only one connection can be attended to in each process at a time.

By changing the maximum number of connections per process, you can trade
off response time against resource usage. More connections per process makes
more efficient use of server resources, but may result in decreased
performance for users. Fewer connections per process increases performance
for users, but uses server resources less efficiently.

Locking

Two changes can improve the performance of the VisionFS server:

e If a share gives access to a CD-ROM drive then no files will ever be
modified, so you can turn off locking completely for that share.

o If you are sure that files in a share won’t be edited by UNIX users as well
as PC users, then turn on opportunistic locking in that share.

International characters

Windows is available localized into multiple languages. Your users may want
to name files using characters not found in English, for example characters
with accents. If not, you can skip this section.

VisionFS supports Unicode, as do newer versions of Windows. Typically,
UNIX hosts and Windows for Workgroups PCs support a limited number of
character encodings, but not Unicode.

You can configure VisionFS to use particular character encodings when talking
to the UNIX host and to Windows for Workgroups PCs. This helps to ensure
that filenames appear the same whether you view them from Windows or
UNIX.

To set the encodings, start the Profile Editor, open Server properties and click
the Advanced tab.
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Advanced File and Print Server, working with 107
Advanced tab 71
allowing multiple NetBIOS applications 68
Archive attribute 88
archiving log files 76, 93
Authenticated option 33
authenticated users 31, 33, 41
giving full access 34
authentication 78
differences 80
methods x, 41, 42, 80
negotiation phase of 79
process of 78
Setup time xi
single VisionFS server 74
summary 79
using another server 41, 42
whether actions succeed 86
authfile 74
automatic shared printers. See also shared printers
settings of 28
automatic shares 24, 26
configuring 28
overriding 28
printers. See automatic shared printers
users. See automatic user shares
using placeholders with 65
automatic user shares. See also user shares
overriding for specific users 63
settings of 26

batch script, running when users log on 57
blue settings 24
brackets 12
broadcast addresses xiii, 100
browsable setting, problems with 102
browsing

UNIX directories 13
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shared printers 28
user shares 28

caching passwords to VisionFS 41 Custom Events dialog 93
case-sensitivity customizing print commands 67
passwords 82
PC and UNIX filenames 17 E
usernames 39, 81
CD-ROM drives, filename problems 104 data loss, caused by opportunistic locking 103
changing deleting shares 18
authentication method 42 denying unwanted connections 84
license mode 76, 96 diagnostic information for Support 98
share settings 6 differences between UNIX and Windows
VisionFS passwords 41, 43, 76 deleting files 89
character encodings 108 file locking 90
characters, not allowed in filenames 87 filenames 87
checking out your network xiii free disk space amounts 89
checkpoint 93 passwords 82
CIFS 20 permissions 88
bridge. See CIFS Bridge renaming files 89
web site 21 semantics 89
CIFS Bridge 20, 52 usernames 38, 81
firewalls and 85 DNS, using for NetBIOS name resolution 52
class B network 100 dolly 24
Client for Microsoft Networks, Windows 2000 99 DOS
Client for Microsoft Networks, Windows 95, 98, file attributes 88
2000  xiii reserved basenames 87
Client for Microsoft Networks, Windows 95 and 98 99
Commands tab 67
comments in parentheses 12 E
Common Internet File System. See CIFS
config$ share 6, 18 encrypted passwords 41

error logs. See log files
evaluating VisionFS 95

54 examining log files 77, 92
exiting the Profile Editor 8

configuring
automatic shares 28
Internet workgroups
license mode 96
master shares 24

multiple VisionFS servers 74 ﬂ
network logon services 58
print commands 67 file attributes, PC and UNIX differences 88
server names 19 filenames
shares 6 8.3 format 17
username mappings 38 case-sensitivity 17
WINS database 51 conversion of 87
Connected User option 33 long 87
context help 10 PC and UNIX differences 17, 87
controlling short 87
access to server 84 special character for uniqueness 88
access to shares 31 unique suffixes 87, 88
VisionFS on UNIX 76 Filter Settings dialog 835
converting to fully licensed mode 96 filtering unwanted connections 84
creating filters
CIFS Bridges 20 adding 84
Internet workgroups 54 moving in list 84

shared folders 11, 14, 77 order of 84
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filters (continued) Import tab 355
whether actions succeed 86 importing UNIX users xi
Find Computer, failure of 102 importing workgroups from other subnets 54
finding out information useful for Support 98
about a NetBIOS name 76 installing UNIX printer for Windows printing 45
about UNIX network interfaces 76 installing VisionFS ix
authentication method 77 IntelliShare. See automatic shares
if the server’s running 77 Internet workgroups 54
if you need more licenses 96 firewalls and 85
license mode 77 security 54
locking information 76 WINS and 50, 54
names on the network 76 intranet, naming across 48
VisionFS Administrators 77
who’s connected 77
finding the Profile Editor 2 m

firewalls 85
CIFS Bridges and 21
Internet workgroups and 54

fully licensed mode 96

LAN Manager Client, working with 107

E license management x, 95

30-day evaluation 95
Gegeral tab, for shared folders 12 adding license numbers 76, 96
getting Help 9

; . changing license mode 96
gettng stgrted X converting to fully licensed 76, 96
Guest option 33 finding out if you need more licenses 96
guesgtiv?;;chcaeis’ 3335’ 41, 81 hard licensing 97

license modes 935
guest account and 335

. overview 95
username mappings and 39 read-only license 95

soft licensing 97

killing processes 76

m License Manager 2, 96
license mode x
hard licensing 97 License Services x, 95, 97
Help links 24
accessing 9 effective use 62
specific items 10 LMHOSTS file, using for NetBIOS name resolution 53
visionfs command 76 lock daemon 91
Hidden attribute 88 locking 90
home directories, for Windows 2000/NT users 57 finding out which files are locked 76
how to tell if an action will succeed 86 open locks 91
how users are authenticated 78 opportunistic locks 91, 108
overview 90
performance and 108
n problems with opportunistic locks 103
icon I‘C.CQI'd locks 91
indicating changed profile 6 VisionFS 91

log files 92
archiving 76, 93
arguments to query 92
connections 92

g7 customizing what’s logged 93

indicating VisionFS Administrator privileges 38

indicating VisionFS passwords 38
Identification tab 19
identifying the server 19
illegal characters, in filenames

illegal MS-DOS basenames 87 deleting 93
error log 92
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log files (continued) redirections 68, 71
examining 77, 92 secondary 68
for SCO VisionFS SMB Client 61 setting up VisionFS as a secondary 70
operation level usage 92 setting up VisionFS as the primary 69
share level usage 92 summary 69
logging. See log files VisionFS and 69
logging onto the network 57 working with multiple 69
Logging tab 93 NetBIOS Interface services, Windows NT xiii, 99
NetBIOS names 68, 100
limitations of 48
m pointing to remote computers 20
maintenance setup 77 relationships with other names 106
making changes permanent 7 used by server 19 o
making filenames unique 88 NetBIOS over TCP/IP applications. See NBT
applications

making sure PCs can access VisionFS  xiii, 99
managing VisionFS licenses. See license management
manipulating shared folders 11

NetBIOS Redirection Settings dialog 72
NetBIOS redirections 68, 71

mapfile 74 moving in list 71
mappings. See username mappings order of 71
master browser 21, 76 worked example 72

netlogon.sh 57

network checklist xiii

network logon services 56
configuring 58
configuring PCs to use 57

master shared folder. See also master shares
shown in Profile tree 24

master shared printer. See also master shares
shown in Profile tree 24

master shares 24. See also shares

common settings 62 er}gbling 56
configuring 24 VisionFS passwords and 56

links and 24, 62 Windows passwo.rds al?d 103
Network Logon Services dialog 58
network printers. See shared printers
Network tab 84

networking commands, on PC 105

New Shared Folder 11, 14

NEFS, SCO VisionFS SMB Client and 59
NIS and VisionFS 81

settings of, when used 24

shown in Profile tree 3§

using placeholders with 65

where shown 24
master user share. See also master shares

shown in Profile tree 24

using special Windows home directory 65
Microsoft TCP/IP. See TCP/IP

mixed-case usernames 39 E
mixing VisionFS and 2000/NT WINS servers 50
mount directory 61 online Help. See Help
MS-DOS open locks 91
file attributes 88 opportunistic locks 91
reserved basenames 87 problems with 103
multiple VisionFS servers 74 when to use 91

optimizing process usage 108

overriding
automatic shares 28

. . automatic user shares 63
naming across an intranet 48

NBT applications 68

advertising names 68 n

allowing multiple 68

description of 68 parentheses 12

ports used 68 pass-through authentication 41, 42

primary 68 password list, on Windows 83
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password.exe 41, 43, 80 finding and starting 2
passwords 82. See also VisionFS passwords help for 9
all invalid 103 introduction 2
authentication and 41 main window §
caching, and Windows NT/2000 103 overview vi
caching to VisionFS 41 running 2
case of, on UNIX 82 shown in visiontools share 2
encryption of 82 starting 2
mixed-case 82 stored on UNIX host 2
network logon services and 56, 103 tour 2
not requested by File Manager 79 users who can run  xii
problems with 103 what you see 5
SCO VisionFS SMB Client and 59 Profile Modified icon 6, 7
security of 82 profile, roaming 56
transmission of 82 Profile tree 5
trusted system, HP-UX 10+ 103 properties of shares 6
using same as Windows 83 providing WINS services using VisionFS 50
Windows password list and 83
Passwords tab 42
PC networking commands 105 ﬂ

PC requirements xiii, 99 Read-only attribute 88

performance README file x, 98

locking and 108 reconnect at Logon, problems with 102
process usage and 108 record locks 91

Performed As UNIX options 33 red settings 12
placeholders 65

. redirections
Eadmm‘usdef) 3)3’ 365 to other NBT applications. See NetBIOS
connected-user : :
redirections
(enduser-group) 33 to remote computers 20

(user-name) 63, 65
printing 66
plain text passwords 41
pointing to remote computers 20

redoing changes 7
registering names with a WINS server 49
regulating file access 90
o reloading the current profile 8
ports used by VISK_)HF S 85 replication of WINS database 50
pr%niary NBT gppllcattlon' .68 - restarting the server from UNIX 77
rint comman mizin, . :
grintefodrivjrs S,l(c)is ° ¢ roan;g;gﬁg:;;f;l;s 5586
printer shares. See shared printers configuring PCs to use 57
SEEEEE f;f;rcll l:gledzls\n)é;lmt 44, 77 VisionFS passwords and 56

problems with VisionFS. See troubleshooter
process usage, optimizing 108 E
profile 2
changes to, how indicated 6 Samba, working with 107

making changes permanent 7 SCO Advanced File and Print Server, working with 107
redoing changes 7 SCO TermLite 2

tree S SCO VisionFS SMB Client 59

types of change 7 configuring passwords for 59

undoing changes 7 log files 61

updating server with changes 7 NFS ‘ and 59
Profile Editor rqulrements 59
abandoning all changes 8 setting up 59
configuring multiple servers 74 SCO VisionFS SMB Client Password wizard 59

exiting 8 secondary NBT applications 68
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security 78
Internet workgroups and 54
passwords 82
share level 78
user level 78
semantics, PC and UNIX differences 89
sending WinPopup messages 76
server
Advanced tab in properties 71
comment for 19
configuration. See profile
controlling access to 84
controlling from UNIX 76
Identification tab in properties 19
Import tab in 55
Logging tab in properties 93
more than one, using 74
names of x, 19
Network tab in properties 84
overview Vi
Passwords tab in properties 42
shown in Profile tree §
updating with changes 7
Users tab in properties 38, 40
WINS client 49
WINS server 50
WINS tab in properties 49, 50
workgroups 19
server deployment xi
Server Name Settings dialog 20
setting up
shared printers from Windows 30
VisionFS ix
settings
automatic shared printers 28
automatic shares 28
automatic user shares 26
blue 24
changing in lots of shares at once 62
parentheses 12

red 12
yellow 12
Setup

custom installation x
description of settings x
running 77, 98
share level security 78
shared directory, Vision2K x, 76
shared folders. See also shares
accessing 15
accessing from UNIX 59
creating 11, 14
General tab in properties 12
manipulating 11

shown in Profile tree 5
UNIX Directory setting 13
using 15
who can access 17

shared printers. See also shares

automatically generated. See automatic shared

printers
Commands tab in properties 67
customizing output 66
shown in Profile tree 5
using from UNIX 44
using from Windows 30
where shown 27
who can access 28

shares
Access tab in properties 32
actions allowed 33
changing settings 6
comments for 13
config§ 6
controlling access 31
creating from UNIX 77
deleting 18

identifying differences from master shares

master. See master shares

naming 13

properties of 6

shown in Profile tree 5

shown in Windows vii

vision2k  xi

visiontools 2, 6
shutting down the server from UNIX 77
single authentication server 74

SMB Client. See SCO VisionFS SMB Client

soft licensing 97
starting the Profile Editor 2
starting the server from UNIX 77
static entries, for WINS 51
stopping the server from UNIX 77
subnets
importing workgroups from 54
subnet masks 100

superuser, VisionFS Administrators and 40

Support, information useful for 98
symbolic links

deleting 89

showing for advanced users 63
System attribute 88

TCP/IP xiii, 68, 99, 106
TermLite 2
toolbar §

24
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Tree S5 unique filenames 88
troubleshooter 98 UNIX commands
Access Denied dialog 101 controlling VisionFS 76
account not authorized to log in 101 kill, naughtiness of 76
all passwords are invalid 103 network printing 44
broadcast addresses 100 UNIX directories
can’t access hidden shares 102 browsing for 13
can’t reconnect at logon 102 Vision2K shared x
can’t see server 102 UNIX passwords
can’t see share listings 79 authentication method 41
can’t start Profile Editor 98 caching to VisionFS password database 41
can’t start server 98 differences from VisionFS passwords 80
CD-ROM drives 104 transmission of 82
class B network 100 UNIX permissions
connections per process 108 access rights and 31
corrupt profile 98 whether actions succeed 86
double-conversion when printing 104 Windows and 88
extended error 97 UNIX script, running when users log on 57
file protection 103 UNIX usernames
Find Computer fails 102 importing to VisionFS xi
general problems 98 mappings from Windows 38
international characters 108 unwanted connections, denying 84
locking 108 updating the server 7
names, names, names 105 upper-case usernames 39
network interfaces 100 User Access Rights dialog 33
networking 105 user level security 78
no printer feedback 105 user shares. See also shares
not browsable means not active 102 automatically generated. See automatic user shares
nothing prints 105 customizing access rights 64
passwords 103 shown in Profile tree 5
performance 107 using custom directory 63
PostScript as text when printing 104 where shown 26
printing 104 who can access 27
problems with access 97, 101, 103 Username Mapping dialog 38
request not accepted by network 97 username mappings xii, 38
server not in any workgroups 100 authentication and 81
subnet mask 100 identical usernames and 39
TCP/IP 106 moving between servers 74
useful PC networking commands 105 usernames 81
working with LAN Manager Client 107 case of 81
working with other NBT applications 107 guest access 81
working with Samba 107 mappings 38
working with SCO Advanced File and Print mixed case 39
Server 107 problems with 81
working with your existing software 106 same on Windows and UNIX 39
wrong settings accidentally 98 UNIX user database and 81
trusted systems, HP-UX 10+ 103 whether actions succeed 86
Windows and UNIX 26, 38, 81
users. See also usernames
m authenticated. See authenticated users
undoing changes 7 chang?ng own VisionFS passwords 41
unencrypted passwords 41 changing VisionFS passwords 43

Unicode 108 guest. See guest users

uninstalling VisionFS 77 importing from UNIX to VisionFS xi
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Users tab 38, 40
using
links effectively 62
more than one VisionFS server 74
placeholders 65
shared folders 15
shared printers 30

vfsguest account 35

viewing WINS database 51

Vision2K  ix, x, xi, 95
shared directory x, 76
shared folder xi

vision2k share xi

VisionFS
Administrators. See Administrators
benefits of viii
controlling from UNIX 76
evaluating 95
fully licensed mode 95
installing ix

license management. See license management

license modes 95
making sure PCs can access 99
passwords. See VisionFS passwords
ports used 85
Profile Editor. See Profile Editor
read-only license 95
README file x, 98
server. See server
setting up  ix
using for Vision2K deployment xi, 95
using with existing software 106
welcome v
what users see vii

VisionFS Administrators. See Administrators

visionfs command 76
archive option 76, 94
client option 60, 61, 76
clientadmin option 59, 76
election option 76
help option 76
information option 76, 98
license option 76
lockinfo option 76
lookup option 76
message option 76
nameinfo option 76
netinfo option 76, 100
password option 43, 76
password utility 74
print option 44, 77

query option 77, 92
restart option 77
setup option x, 18, 77, 98
share option 77
start option 77
status option 77
stop option 77
syntax 76
uninstall option 77
VisionFS passwords
authentication method 41
changing 41, 43, 76
database of 41
differences from UNIX passwords 80
icon indicating 38
moving between servers 74
network logon services and 56
transmission of 82
wizard  xi
VisionFS Profile Editor. See Profile Editor
VisionFS server. See server
visiontools share 2, 6, 18

WAN, naming across 48
welcome to VisionFS v
what is VisionFS? vi
what's in this book xiv
Windows
configuration, for VisionFS 99
file attributes 88
profiles 56
usernames 38
Windows 2000
accessing from UNIX 59
account not authorized to log in 101
requirements 99
using with VisionFS 103
WINS server, mixing with VisionFS 50
Windows 95 and 98
Access Denied dialog 101
accessing from UNIX 59
requirements 99
Windows for Workgroups
SCO VisionFS SMB Client and 59
Windows Internet Naming Services. See WINS
Windows NT
accessing from UNIX 59
account not authorized to log in 101
requirements 99
using with VisionFS 103
WINS server, mixing with VisionFS 50
WinPopup messages 76
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WINS 48
alternatives to 52
database 51
description of 48
Internet workgroups and 50, 54
mixing 2000/NT and VisionFS 50
overview 48
PCs and 48
providing services using VisionFS 50
registering server names using 49
static entries 51
VisionFS and 48
WINS tab 49, 50
wizard, VisionFS Password xi
workgroups 19
containing server 19
importing from other subnets 54
maintenance of 21
master browser 21
providing network logon services for 56
working with multiple NBT applications 69
Workstation services, Windows NT xiii, 99

yellow settings 12



	Introducing SCO VisionFS
	Legal notices
	Contents
	Welcome 
	What is VisionFS? 
	Using a VisionFS server 
	The benefits of VisionFS 
	Setting up VisionFS 
	What's in this book 

	The Basics 
	A tour of the Profile Editor 
	Getting Help 
	Manipulating shared folders 
	Identifying the VisionFS server on the network 

	Beyond the Basics 
	Master shares 
	Automatic shares 
	Using a shared printer 
	Controlling access 
	Other share settings 
	Username mappings 
	Adding and removing VisionFS Administrators 
	Passwords and authentication 
	Printing from the UNIX host 

	The Possibilities 
	WINS 
	Internet workgroups 
	Network logon services 
	SCO VisionFS SMB Client 
	Using links effectively 
	Overriding automatic user shares 
	Using placeholders 
	Using shared printers for custom output 
	Allowing multiple NetBIOS applications 
	Using more than one VisionFS server 

	Issues for Administrators 
	Controlling VisionFS on UNIX 
	Security and authentication 
	How to tell if an action will succeed 
	PC and UNIX file differences 
	File locking 
	Logging 
	License management 
	Troubleshooting 

	Index 

